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e PC1&(TeraTerm BENAE—3FI)L IT3aL—3y FATSLEAAR—ILLT= Windows 7. Vista, 1=

% XP)
o OY—)L FR—MEHT Cisco I0S FINA REZRTETBHF-bDaAVY—IL —T)L
o KMRODTHRESINATWASI—HRyr—T )L

N—F1: FIARADEERREFERTS

IN—h1 TlE R2YbT—9 MROSEREL IL—EDAA—TIA X IP PELAR, TINMR THOER INRAT—KE

EDERKRTEZERLET,
FIFg1: FRAJSISTRT ESIZRYNI—HFEBRHT S,
FRODIZSREN TS TN REEH L, BEICIELTT—T ILEBEITVET,

FIH 2: W—RER(yFEHFELTIO—FT S,

FIE 3: IL—FEEET S
SSH THERATURDALTIZDONTIL, FINETESBL TSN,
L—AIZary—)LEERL ., B EXEC E—FZAMICLET,
AV I4Fal—iar E—RICOVEZFET,
IL—RIZR1 EWSBRTEBIYETET,
DNS lookup Z&EHICL T, B> TANSN2OTURZIL—ED KRR MR ELTERTHILERBLET
¥ EXEC DREES1L/XXT—KR&ELTclass #E|Y L TET,
aVY—J)L IRRT—KELT cisco ZEIVHT. BT 1V EFHICLET,
vty /SR —RELT cisco ZEIY ST, AT A&/ HITLET,
DT THXRRRDINRT—RZERBEIELET,

T o

© o o

> @ =~

9.

TNARIZTZ IV ERTHTRTOI—HFITHL T FETIERFEUEEN TSI EEZEET H/\F—Z/ERL

j. TRLYD DT T=JIIICEENDBEWMEERALT, L—E2D GO A3 —TxARE/REL. 7UT471EL

9,
k. ETarI4FaL—2avERE—r7yF avIdqFal—ay J7AILIZIRELED,

FIE 4: RAYFERTET Do

RAALYFIZaAVY—ILEKGEL. 551 EXEC E—FEZHERICLET,

AV I4Falb—iay E—RICOVEZFET,

RAYFIZ ST EVSAFEBIYHTETS,

DNS lookup Z&EHICL T, B> TAASNZOTURZIL—EDRRAMNR ELTERTHILFRBELET,
1€ EXEC DIES1E/SRT—REL T class 28U S TET,

f. a2Y—IL RRT—KRELTcisco #ENYL T, AT A EFMIZLET,
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g. vty /SR —FELTcisco #EIYH T, AT AVEZBICLET,
h. 207 THRD/IRRT—REEEELET,

i. TNRARIZFTIERTHITARATOA—HITHL T, FET7 VR FELEIN TSI EEZEET S/ F—FERIL
Y,

i. TRLYL LT F—DIIZEENS IP PRLAEREFERLT, TI4ILED SVI ZRELET,
k. ETar 74Xl —23 ERA—b7yT avIds¥xal—23y J7MILIZERELET,

N—F2: L—REREEEFXL) T RARERET S

FIE1: /~RIT—FZE®RIELET,

EEEL ENRT—FHRALGNRT—FDREHARSAVITRILIITIRENHYET . ChoDHARS
AVIZIF NRAT—FTOXF, BF . BLOFERXFOHAL. RINXFRDOHREICOVTERSATVIGEEMN
HYFET,

FE RIS TZVTAADTARTAUTIE RISRT KGR ANG/NSRT—FEERBRETEAT LN ROON
TWET L. COT—RADMDEEBTIF. EEZBRBITEDH NS KT cisco £ class ELVI/NRT—FZ(E
ALEY,
a. HARSAUEF-T &I, 454 EXEC DIESIL/ART—REEELET,

Rl (config) # enable secret Enablep@55
b. FRTHNRT—F% 10 XFULICTEIRELHYET,

Rl (config) # security passwords min-length 10

FE 2: SSHEHEEEICLET,

a. FASL24ELT CCNA-lab.com ZE|Y L TET,

Rl (config) # ip domain-name CCNA-lab.com

b. SSHEMLTL—SITEMET BEEIERTHO—HL 1—H F—E~—Z TUMEHRLET, /SXT—F
DB AGIRRAT—FOEEZH -LTOWT, A—NEEELANILDT VLR IEEH >TLWARELRHYET,
Rl (config) # username admin privilege 15 secret Adminl5p@55

c. SSHEMEZTANDLSIZ vty BHRDI SV RAR—FANZEFRELET , 7120, Telnet EHEIEZ (T AN
KIIZLFET,
Rl (config)# line vty 0 4
Rl (config-line)# transport input ssh

d. vty BEETIEZEIED=HICA—HIL 21— T—EIR—REZFRTILENHYET,
Rl (config-line)# login local
Rl (config-line)# exit

e. 1024 EvtDiEZEFERALT RSABESX—%4MLET,

Rl (config) # crypto key generate rsa modulus 1024
The name for the keys will be: R1.CCNA-lab.com

3 The key modulus size is 1024 bits

o
o

 Generating 1024 bit RSA keys, keys will be non-exportable...
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[OK] (elapsed time was 2 seconds)

Rl (confiqg) #
*Jan 31 17:54:16.127: $SSH-5-ENABLED: SSH 1.99 has been enabled

FIg 3: avV—ILERE vty BIBD X)) T1IREEZITLET,

a. 7ARILREOEEREDRMMNMBELLERDOT T IMEITILIIC, L—FERETEET . *VLT—VE
BENRINT—D THAARIZATA VLTI CIZEZNLIZES . COATURIZRY  EEDRREABESL
A—HFORIT TR BEENIITONES . ROIATURIZEY . BRIEFETIT1T DKREDFE 5 @
$HEOTTIRENET,

config)# line console 0
config-line) # exec-timeout 5 0

)
config-line) # exec-timeout 5 0
)

#
# exit

R1(

R1(

Rl (config-line)# line vty 0 4
R1(

R1 (config-line

R1(

config) #

b. RDATUFIF, MHFYKREIZLEOTAVRITERILELES  IL—2(F, OT 1 DREA 120 #LIAIZ 2
EHETDHE AT IVRITE 30 WETOVILET, COFIY—I1E. COERBD-OIAFITELMEICERES
nEy,

Rl (config)# login block-for 30 attempts 2 within 120
LEEDITUR®D 2 within 120 (XAIZEBRL TLVETH?

+E5RDa7 KD block-for 30 (XA EZEBKLTLVET H?

FIE 4: FTRTORERAR—FBEHAIEOTNSIEEHELFET .

=3 R—METIHILTEDIHE>TOET A, ED=HITHT . TRTORFEAR—IHNEE LA D DIKEE
THHEEERLET . COFv7I(d show ip interface brief A RN FEITIZE>TREIZITZAET . BEE LS
YU OREICHEVRFEAR—IBNIEL, 10E2—T( R AV T4F¥21L—3> E—R T shutdown AT RZEE
FALTENTIDHENHYET,

R1# show ip interface brief

Interface IP-Address OK? Method Status Protocol
Embedded-Service-Engine0/0 unassigned YES NVRAM administratively down down
GigabitEthernet0/0 unassigned YES NVRAM administratively down down
GigabitEthernet0/1 192.168.1.1 YES manual up up
Serial0/0/0 unassigned YES NVRAM administratively down down
Serial0/0/1 unassigned YES NVRAM administratively down down

R1#
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FIES5: EFXa1)THARMNELSRESA TV LEHBLET .
a. TeraTerm Z#{EMAL T telnet TR1 ITHEHKLET,
R1[EZD Telnet #&#iEZ 1T ANFTT A
ZDEAZIRANTIIZELY,

b. TeraTerm Z{#ALT R1 [Z SSH TE#HLET,
R1 [0 SSH #EHEZITANE T H,

c. A—H¥BIUNRRT—FOFEHREERMIRANTHIETATAUIZ2 BKKLIEZRIC. OT 40 7UEAMN

TOvIEnEMESINERERLET,
2EBOOTAV(CKBLI=%&., AIARIYELE=D,

d. JL—20arY—)L Eyiarhib show login AT RERETLT. AT (Y AT—2RERELET , RDOHFIT
(. show login I RHY 30 MEDAT 1> TOVIHARBRNICRITIN-D T, L—INFEE—FTHLE

RRSINTWET, COIL—2IE, HE 14 BREIEOTAVRTE—UZITHTERE AL

R1# show login
A default login delay of 1 second is applied.

No Quiet-Mode access list has been configured.

Router enabled to watch for login Attacks.
If more than 2 login failures occur in 120 seconds or less,

logins will be disabled for 30 seconds.

Router presently in Quiet-Mode.
Will remain in Quiet-Mode for 14 seconds.
Denying logins from all sources.

R1#

e. 30 MRiB%. BU SSH # R1 IZ®LTEFTL. admin LS5 —HE & Admin15p@55 ELVS/ SR —R%E(E

BALTRTAULET,
EEICOTA LR, AINRTREINELE=D,
f. ¥ EXEC E—FIZAY, /SRAT—FKI[Z Enablep@55 Zf#RALE T,

CDINRAT—FD]RANIZEST 120 BLIAIZ 2 E%kET BE,. SSH yiavEdashEzdh.,

ZDEARZBRANTIEELY,

g. ## EXEC 7O 7T show running-config A% R HTL T, BRALEX 1T/ REFZHIELET,
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N—F 3 RAYFITERKWLGEEX )T RAERKERETS

FIE 1:

RAYF NIRRT —FEEIELET,

BRATRINRT—RDHARSA 2 E =T &5, FH#E EXEC DEESIL/ ARV —FEEELFT,

Sl (config) # enable secret Enablep@55

¥ : security password min-length <K&, 2960 R4y F TIXFERATEE A,

Fg 2:

a.

FIE 3:

FIg 4:

SSH EfHmEAEMILET .
KA % ELT CCNA-lab.com ZE|Y L TET,

Sl (config)# ip domain-name CCNA-lab.com

SSH 2R BN —E~DEBHICERAT HA—NIL 12— T—IX—X TUMZEERLFET /SART—FHE
NERRAT—FOREELZH -LTOT, I—FHAEBELRILOT IV REEZFH>TVWSIRENHYET,
S1 (config) # username admin privilege 15 secret Adminl5p@55

SSH ## (3 3 (T AN TH Telnet HEREITZ T ANLZNESIC vty BIIRDMURAR—FANERELES
Sl (config)# line vty 0 15

Sl (config-line)# transport input ssh

vty BR TIERRIED1=HICE—A)L 21— T—EIR—RZFEATILELNHYFET,

Sl (config-line)# login local

S1 (config-line)# exit

1024 EvbDEZEFEAL T RSABESF—Z4E/LET,

Sl (config)# crypto key generate rsa modulus 1024

a2Y—IVERE vty B#EDEF 21T REZTVET,
TARIVKEEA 10 DRVNIEE FRMyFEZRIENSOT 7 IMEEFT,

S1(config)# line console 0

Sl (config-line)# exec-timeout 10 O
Sl (config-line)# line vty 0 15

Sl (config-line)# exec-timeout 10 0

Sl (config-line)# exit

S1 (config) #

BET-YBIEIZRB05 (U RTEMIET 57=0(2, 120 BUAIZ 2 BOY A VIZRBLESAERT 12 74
+R% 30 WETAVITBLIICRAYFERELET . COFMT—IE. COEZTDI=DITHFITELMEICEES
nFEJ,

S1l(config)# login block-for 30 attempts 2 within 120

Sl (config)# end

TRTOKREAR—IN BRSO TNSIEERRBLET .

AAYF IR—METIAILLTERIHE>TOWET  AAVFTHEHASNTOWVENWT RTOR—rEI vy T HoL
9,
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A vF R—brDIKEEIL show ip interface brief v R EFERALTHRATEEY,

S1# show ip interface brief

Interface

Vlanl
FastEthernet0/1
FastEthernet0/2
FastEthernet0/3
FastEthernet0/4
FastEthernet0/5
FastEthernet0/6
FastEthernet0/7
FastEthernet0/8
FastEthernet0/9
FastEthernet0/10
FastEthernet0/11
FastEthernet0/12
FastEthernet0/13
FastEthernet0/14
FastEthernet0/15
FastEthernet0/16
FastEthernet0/17
FastEthernet0/18
FastEthernet0/19
FastEthernet0/20
FastEthernet0/21
FastEthernet0/22
FastEthernet0/23
FastEthernet0/24

GigabitEthernet0/1
GigabitEthernet0/2

S1#

IP-Address

192.168.1.11

unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned

unassigned

OK?
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES

Method
manual
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset

unset

Status
up
down
down
down
down
up
up
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down

down

Protocol
up
down
down
down
down
up
up
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down

down

BHEOA =DM RE—EIZD vy 99 BIZIL. interface range OV FEFEALFET S

S1 (config)# interface range £f0/1-4 , £0/7-24 , g0/1-2
Sl (config-if-range)# shutdown

S1(config-if-range)# end

S1#

T ITATREDAF—TIAANT R TEE LI vy IV DRETHLHEEHERLET,

S1# show ip interface brief

Interface

Vlanl
FastEthernet0/1
FastEthernet0/2
FastEthernet0/3
FastEthernet0/4
FastEthernet0/5
FastEthernet0/6
FastEthernet0/7

IP-Address

192.168.1.11

unassigned
unassigned
unassigned
unassigned
unassigned
unassigned

unassigned

OK?
YES
YES
YES
YES
YES
YES
YES
YES

Method
manual
unset
unset
unset
unset
unset
unset

unset
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Status

up
administratively
administratively
administratively
administratively
up

up
administratively

down
down
down

down

down

Protocol
up

down
down
down
down

up

up

down
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FIE 5:

e.

=S

FastEthernet0/8

FastEthernet0/9

FastEthernet0/10
FastEthernet0/11
FastEthernet0/12
FastEthernet0/13
FastEthernet0/14
FastEthernet0/15
FastEthernet0/16
FastEthernet0/17
FastEthernet0/18
FastEthernet0/19
FastEthernet0/20
FastEthernet0/21
FastEthernet0/22
FastEthernet0/23
FastEthernet0/24

GigabitEthernet0/1
GigabitEthernet0/2

S1#

unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned

unassigned

YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES

unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset

unset

administratively
administratively
administratively
administratively
administratively
administratively
administratively
administratively
administratively
administratively
administratively
administratively
administratively
administratively
administratively
administratively
administratively
administratively

administratively

XTI RHENELCERSNTNHEZEHRELETS .

AAYFT Telnet NENZHE->TINND I L4 HEE

SSH TRAYFIZERKEL, A—B LU/ IRT—FDIE#HE
NEMESHEEDRLET,

(% Li-g_o

=r
2

down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down

down

down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down

down

BEICIRAALT, AT 1Y 7R TOYIE

30 AZ@% . BU SSH T S1 [Z#EEL. admin &LV 1—H & E Admin15p@55 ELVS/SAT—REFERALT

ATAVETWVET,

EEICATAV L& NF—[ERRShFELD,
/NRXTJ—KIZ Enablep@55 Z# AL TH#E EXEC E—FICAVET,
454 EXEC 70> 7R T show running-config Y RZHTL T, #AL =X 1 T4 REEEZRLET,

1. N—h1 OEXRFETIE,. a>V—ILEIKRE vty [EFR T password cisco AYURNABEINFELZ, RR+ TS5
TARDEF T4 RHENBRINER. CONRT—REVWDIFERSNETH,

2. BRHICEEINT 10 XFXRBD/NRXT—FKIL, security passwords min-length 10 YR D FE
-g—b\o
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=B A2 B3—DA RADEHE

=B L B—DILADER

IL—BDETIL 1—Y Rk 1—YRvk YT YT

AVB—TLR#1 AVB—DTTAR #2 AB3—Tx( R #1 AVBR—TA(R #2

1800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 (S0/0/0) | Serial 0/0/1 (S0/0/1)
(FO/0) (FO/1)

1900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 Serial 0/0/0 (S0/0/0) | Serial 0/0/1 (S0/0/1)
(G0/0) (G0/1)

2801 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/1/0 (S0/0/0) | Serial 0/1/1 (S0/0/1)
(FO/0) (FO/1)

2811 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 (S0/0/0) | Serial 0/0/1 (S0/0/1)
(FO/0) (FO/1)

2900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 Serial 0/0/0 (S0/0/0) | Serial 0/0/1 (S0/0/1)
(G0/0) (G0/1)

FEL—AEANEDLSITEREINTOEINERERT BICIE AV F—TIARERAR, L—ADFEFEEIL—2DEFEDO1Y
B—DIARADPBEHBINLET ., BIL—F ISADRENIT R TOHABOEENRMICRT A EEIHYEREA. D
FIZIX, FNARIZA—HRIRB LUV TIL A2 3—T2A ROBRYBZEAHAEHEIZHTS ID BRI TLET,
FOMDAAT DA A—TIA R, FEABEDIL—RIZEENTOAAREELNHIEDTHHTH, RICIET—YIEE
NTWEHALISDN BRI 12—/ RIEZFD—HITT . hyaRDXFHE. 12 F3—TxAR%EFKT =8I Cisco
I0S AVX KR CHERTESERNDEAKRITY .
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