I
CIsco. Cisco Networking Academy” Mind Wide Open

RE - VT IWERYNT—IDIEE

RO

FRLYO VS F—TL

TR A8—Tx4R IP 7RLR HITRIEIRY | TIFIEF—rozA
S1 VLAN 1 ZaL &AL ZaiL
S2 VLAN 1 ZaL ZAL ZaL
PC-A NIC 192.168.1.10 | 255.255.255.0 | &ALL
PC-B NIC 192.168.1.11 255.255.255.0 | &L

B#
IR—F1:RYbT— MRACERET H(1—RVEDHA)
o RYNI—VUTEHERTIT—TILER—MEHRILET,
o YESK MROCES—TIILTERKRLET .
13—k 2:PC DRAMERET D
o RAFD LAN 14— RIZERE IP PRLRIEREANLET .
e PCHABIEARETHDIEE ping 1—T1 T4 THRLET,
R—b 3 RMYFDEXZEEEAB S UHEERTS
o BRAYFIT.RAME, A—HIL ART—R, BLUBAT(Y NF—FHRELET,
o EfTAVI4F¥aL—IavERELET,
o ETFTIRAVFOHREERTLET,
ETTDHRAA(YFD I0S N—VavERRLET,
o AVA—TI(ADIREERTLET,

© 2014 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public. R—T 114



RE - YUTNERINT—IDEE

HRIFUFE

2YRT =D& KRR RAYF  BLVIL—FDEEL 3 DOAVR—RUMCHERESNET , COEE T, RAF
2BERMYF 2EBDORDL VT INEBRINT—OEBELET £z, kRN O—hHIL ARD—F O5 12 N

FT—HREDEREELITVET , B show ATV FZHEAL T, ETa074F2L—232,10S N—23> B&
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FIg 2: PC ORELEMETERTD
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b. cmd.exe V4RV TIX. PC[CaTUFZEREANL, TOHERERTTEET  ipconfig /all a7 FEFERAL

T.PC DEEEHERLET, ZOaATUFIE. PC DRRAM B LY IPv4 FRLADEHRERTLET,

B C:AWindows'\system32\cmd.exe = || E] @

C:“Users~NetAcad>ipconfig ~all

Windows IP Configuration

) PC—h
: Hyhrid
. Mo

. Mo

Host Mame . . . . .
Primary Dns Suffix
Mode Type . . . . .
IP Routing Enabled.
WINS Proxy Enabled.

Ethernet adapter Local Area Connection:

Connection—specific Suffix
Description . . . - . . . . . Intel{R> PRO-1888 MI Hetwork Connection
Physical Address. . . . . 88-58-56—BE-6C—89
DHCP Enabled. . . . . . . No
Autoconf iguration Enabled Yes
Link-local IPv6 Address . L30T de d IYFVETHE SRl (Preferred)
IPv4 Address. . . . . 192.168.1.18¢(Preferred>
Subnet Mask . . . . . 255.255.255.8
Default Gateway . . .
. 234884137

DHCPve IAID . . . .
DHCPub Client DUID. B8-81-88-81-17-F6-72-3D-BB-BC-29-8D-54-44

c. lping 192.168.1.111E A AL Enter ¥—ZHLFET,

B C:\Windows\system32\cmd.exe = || =]

Microsoft Windows [Version 6.1.76811
Copyright <{c?» 2082 Microsoft Corporation. All rights reserved.

C:\Users NetAcad>ping 192 .168.1.11

Pinging 192.168.1.11 with 32 hytes of data:

Reply from 192 _168.1.11: bytes=32 time=1ms TTL=128
Reply from 192.168.1.11: hytes=32 time<{ims TTL=128
Reply from 192_.168.1.11: bytes=32 time{ims TTL=128
Reply from 172.168.1.11: bytes=32 time{ims TTL=128

Ping statistics for 172.168.1.11:
Packets: Sent = 4, Received = 4, Lost = 8 (Bx loss)>,

Approximate round trip times in milli—seconds:
Minimum = Bms, Maximum = 1ms,. Average = Bms

C:Uzers<NetAcad>

ping DFERIZIEETT H,
EBTHWMGEIX BREIZSCTRS TN 2a—T10 T ET0VET,

7 :PC-B MG EMLZLMEE L. PC-B ZEE ping LTLIZEL, £ TH PC-B Mo EMNGELMEE (.,
PC-B A5 PC-A % ping LTLZELY, JE—F PC MSIEENGWNEE & BEDNS T IV a—T10 T %AV

ANSOBIIRELEYS
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IR—F3: RMYFDEXRREZBALSVHERTS

FIE1: RAYFIZTary—IEHTS
Tera Term ZERAL T, PC-A WSRAYFADALY —)LIEHREREILET,

F§ 2: %t EXEC E—FIZHIYEZ 5,

Y EXEC E—FTIX,. TRTODRAYF AXURIZTIERTEE T, 454 EXEC a< UK yhIlE, 22—
EXEC E—FDavoRe, FNUHNDATUR E—RADT IO RAEET 5T 5 configure AXURNEFENFET,
enable v F% A AL TH#E EXEC E—FICAVYET,

Switch> enable
Switch#

OV ThH Switch> Mo EXEC E—F%RY Switch# [CEDYFET,

FIE3: AVT71Fal—Pary E—FITPYERET.
configuration terminal AT RFZERAL T, AV 74F¥aL—ay E—RICAYET,

Switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

Switch (config) #
VI EDLY. Fa—N\)L 3V 74X alb—ay E—RARMEIET,

FIE 4: RAYFICHHETZEMNTSD

hosthname IV RE#FERALT. A1 YvF &% S1IZEELET,

Switch (config)# hostname S1
S1 (config) #

FIE 5: AE7: DNS lookup #f51k95

Domain Name System (DNS; KAS > —L Y AT L) lookup ZERNIZT HE. RAAVFHREES>TANSNI=O
YURERANEELTEBRT HDERHLETEEY,

Sl (config)# no ip domain-lookup
S1 (config) #

FIE6: A—HIL SRT—FEANTS
AAVFADRET I ERERHSCITIE NRAT—FERETDRENHYFET

config) # enable secret class

config)# line con 0

config-line)# login

S1(
S1(
Sl (config-line)# password cisco
S1(
Sl (config-line)# exit

S1(

config) #
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FIg 7:

AJ'4> MOTD NF—4ANT D

Message of the Day (MOTD) /A F—&,IEENZ05 1Y Ny —E/EL T RAAVFITTIERTEFTRTHOI—Y
[CHRHLTARETIEREHFAINGNCLELEETIDENBYET .

banner motd YR TIE, NF— AvtE—CDRNBERANT 5-OICRUIYNXFEERTIBELHYET , A
T—CATHEASNEVWXFTHNIE. RUIYXFELTEDLIBXFTHHFEATEET, LA > T #BEDE
ENELERINET,

FIE 8:

S1 (config)# banner motd #
Enter TEXT message. End with the character '#'.

Unauthorized access is strictly prohibited and prosecuted to the full extent of
the law. #

Sl (config)# exit
S1#

REZRELFT,

copy IV RZFEAL T, Non-Volatile Random Access Memory (NVRAM; FEHE RAM) IZHDRE—+ 7y T
T7AIZERTAV T4 ¥ aL—2avERELET,

FIE 9:

S1l# copy running-config startup-config
Destination filename [startup-config]? [Enter]
Building configuration...

[OK]

S1#

REDHREEZRTT D

show running-config YR IE, §RTOETAV T4F2L—2avE A R—UFORRLET . A—DFHED(C
[FRR—R F—ZLET, RTIE, FIE 1 ~ 8 THRELI-OAIUFEEARTLTVET,

S1# show running-config

Building configuration...

Current configuration : 1409 bytes

!

! Last configuration change at 03:49:17 UTC Mon Mar 1 1993
!

version 15.0

no service pad

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

!

hostname S1

!

boot-start-marker

boot-end-marker

|

enable secret 4 06YFDUHH61wAE/KkLkDg9BGholQM5EnRtoyr8cHAUg. 2
!
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no aaa new-model

system mtu routing 1500
!

!

no ip domain-lookup

|

<output omitted>

!
banner motd ~C
Unauthorized access is strictly prohibited and prosecuted to the full extent of the law.
A€
!
line con 0
password cisco
login
line vty 0 4
login
line vty 5 15
login
|

end
S1#

FE 10: 10S N—2a D BEREGERAMVFIERERTT S

show version AV FEFERALT, A/ YFTETEINS [0S N—30 0 OFRLGERERRLET, BIlc
HEBALIzEIIZ, ROR—U DIEHRERDICIEAR—R F—FHL TS,

S1# show version

Cisco I0S Software, C2960 Software (C2960-LANBASEK9-M), Version 15.0(2)SE, RELEASE SOFTWARE
(fcl)

Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2012 by Cisco Systems, Inc.
Compiled Sat 28-Jul-12 00:29 by prod rel team

ROM: Bootstrap program is C2960 boot loader
BOOTLDR: C2960 Boot Loader (C2960-HBOOT-M) Version 12.2(53r)SEY3, RELEASE SOFTWARE (fcl)

S1 uptime is 1 hour, 38 minutes
System returned to ROM by power-on
System image file is "flash:/c2960-lanbasek9-mz.150-2.SE.bin"

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply

third-party authority to import, export, distribute or use encryption.
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Importers, exporters, distributors and users are responsible for

compliance with U.S. and local country laws.
agree to comply with applicable laws and regulations.

to comply with U.S. and local laws,

A summary of U.S. laws governing Cisco cryptographic products may be found at:

http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

By using this product you

If you are unable

return this product immediately.

If you require further assistance please contact us by sending email to

exportl@cisco.com.

cisco WS-C2960-24TT-L (PowerPC405) processor (revision RO)

Processor board ID FCQ1l628Y5LE
Last reset from power-on

1 Virtual Ethernet interface
24 FastEthernet interfaces

2 Gigabit Ethernet interfaces

The password-recovery mechanism is enabled.

64K bytes of flash-simulated non-volatile configuration memory.

Base ethernet MAC Address
Motherboard assembly number
Power supply part number
Motherboard serial number
Power supply serial number
Model revision number
Motherboard revision number
Model number

System serial number

Top Assembly Part Number
Top Assembly Revision Number
Version ID

CLEI Code Number

Hardware Board Revision Number

Switch Ports Model

* 1 26 WS-C2960-24TT-L

Configuration register is 0xF
S1#

0C:D9:96:E2:3D:00
73-12600-06
341-0097-03
FCQ16270N5G
DCA1616884D

RO

AQ
WS-C2960-24TT-L
FCQ1628Y5LE
800-32797-02

AQ

V1l

COM3LOOBRF

0x0A

SW Version

FIE 11: RAVFDEHSNI=AI—TA ADKEEZRTTD
BRI A 08— D14 ANDIREEFETET SIZIL. show ip interface brief Av RFEFERALET , AR—X +—%

HLTIRAORERICBEILEYS,

S1# show ip interface brief
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Interface IP-Address OK? Method Status Protocol
Vlanl unassigned YES unset up up
FastEthernet0/1 unassigned YES unset up up
FastEthernet0/2 unassigned YES unset down down
FastEthernet0/3 unassigned YES unset down down
FastEthernet0/4 unassigned YES unset down down
FastEthernet0/5 unassigned YES unset down down
FastEthernet0/6 unassigned YES unset up up
FastEthernet0/7 unassigned YES unset down down
FastEthernet0/8 unassigned YES unset down down
FastEthernet0/9 unassigned YES unset down down
FastEthernet0/10 unassigned YES unset down down
FastEthernet0/11 unassigned YES unset down down
FastEthernet0/12 unassigned YES unset down down
FastEthernet0/13 unassigned YES unset down down
FastEthernet0/14 unassigned YES unset down down
FastEthernet0/15 unassigned YES unset down down
FastEthernet0/16 unassigned YES unset down down
FastEthernet0/17 unassigned YES unset down down
FastEthernet0/18 unassigned YES unset down down
FastEthernet0/19 unassigned YES unset down down
FastEthernet0/20 unassigned YES unset down down
FastEthernet0/21 unassigned YES unset down down
FastEthernet0/22 unassigned YES unset down down
FastEthernet0/23 unassigned YES unset down down
FastEthernet0/24 unassigned YES unset down down
GigabitEthernet0/1 unassigned YES unset down down
GigabitEthernet0/2 unassigned YES unset down down
S1#
FIE12: FIR1 ~ 12 ZRYBLTR(YF S2 ZHRET D
COFIETIE. KA E S2 IZEBTHREITERGYETS,
FIE 13: ROA =T/ RADREEFTLERLET,
S$1 S2
A3—J14(4R AT—3X ZJakran AT—ER Zakan
FO0/1
FO/6
F0/18
VLAN 1
AAYF®D FastEthernet R—k &> Tlupl&ldownIBHBDIEHEETI D,
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==
PC BT ping Z2ETELWERELTRINEZONET H,

3E:PC DI7AT 94— LEEMICLELE, PC BT ping TERWMEEHHYET,
ik A: A vFOHDALEE STIO—F

FIE1: RAYFICHEHKT S,
AAYF(Zay—ILEGL . $5E EXEC E—KFRZHERIIZLET,

Switch> enable
Switch#

FIE 2: EREAFOREO—HIL TUF RYFT—S(VLAN) DEEEZHERT S,

show flash YU RZFEAL T, FEREH D VLAN MR YFICHEET N ESIIEREELET,
Switch# show flash

Directory of flash:/

2 -rwx 1919 Mar 1 1993 00:06:33 +00:00 private-config.text

3 -rwx 1632 Mar 1 1993 00:06:33 +00:00 config.text

4  -rwx 13336 Mar 1 1993 00:06:33 +00:00 multiple-fs

5 -rwx 11607161 Mar 1 1993 02:37:06 +00:00 c2960-lanbasek9-mz.150-2.SE.bin
6 -rwx 616 Mar 1 1993 00:07:13 +00:00 wvlan.dat

32514048 bytes total (20886528 bytes free)
Switch#

FF 3: VLAN 7714 ILZHIRRT S,

a. vlandat Z7MILRTS v 2 ABYRAICR DM -=158 X, COT7MIILEHIBRLETD,
Switch# delete wvlan.dat

Delete filename [vlan.dat]?

T7ANEDHERERT AV E—ONRREINET . CORRT, I7MLBEERTEELY, T7MIILADIELL
ARASNTNDIGEEILEIZ Enter T—Z I ITTHEUOEE A,

b. ZOI77A/IDEIRIZDOVNTDIEREAYE—UHRRSINT5, Enter F—EHLTHIRRIZCRELE T (D EE
DX —EWHT &, HIRRITPERINET ),

Delete flash:/vlan.dat? [confirm]
Switch#

FIE 4: REA—bT7yvT A 74X —L3Y I7ANVEEET S,

erase startup-config v RE#FEALT NVRAM DRE—+7y 7 avI4F¥al—iavEHELET, 2Dy
Z4¥21L—2ar TI7MILDHIBRIZOVNTORER AV E—UNRTREN5, Enter ¥—F WL THEICRABELET
(MhDEEDOF—%HT & AREETPEESNET),
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Switch# erase startup-config

Erasing the nvram filesystem will remove all configuration files! Continue? [confirm]
[OK]

Erase of nvram: complete

Switch#

FIE 5 RAYFEUO—FLET,
Ry FEYO—FLTHOBEERET R TAEY A DEIRLET . R vFOUE—FIZONTORBAVE—IH
FKRSNT=5, Enter F—FHLTIO—FZEHRITLET HOEEDF—EHT L, UO—FIEHEINET),
Switch# reload

Proceed with reload? [confirm]

FRAAyFEYO—KRTBRICETIA I4X 1L —2 a3V DREZRTAVE—UNRTEINBZIELRHYET,
MmolE A AL, Enter +—%#LET,

System configuration has been modified. Save? [yes/no]: no

FIE6: FMAREFA7OITE/I11RT S,

AAYFD)A—R &, MEAREFAT7OT~ADANZRT Avt—CRRRESNFET, TOVTHnolEAFSIL,
Enter ¥—%#L %9,

Would you like to enter the initial configuration dialog? [yes/no]: no

Switch>
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