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/38— 1: (£E&) Wireshark 24V A—FLTAV RT3
78—k 2:Wireshark TA—HJL ICMP T—4%& X v 7FrLTHHT5
e  O—HIL RRARAD ping bST4VIDT—E2 T TFrERIBEIVELLET,
o HHINI-PDU TIP 8&U MAC Z7RLRIEREIRLET
18—k 3:Wireshark TYJE—F ICMP F—4%X+7FvLTH#T S
o JE—FKRARAD ping FS7499DT—E2 I TFrERBELVELELET,
o MHEIhtz PDU TIP 8&U MAC 7RLRIEHREIFLET
o JE—FHKRALD MAC PELRAAA—HIL RARD MAC 7RLRAERAZHIBHICDONTHBALET .

ERILFUF

Wireshark [&, FYRT =D TN a—T420 . B VIO 7ETOLILDOREE. BLUEBRSTHEA
SNBYTrH7 FOarall THIAYFTHY. [\ yk RZ7717T)5—23>THHYET , Wireshark TlE,
FURT—H EEBET HT—4 XM)—L®DO% PDU (Protocol Data Unit; 7AkaJL T—4 2 =yh) ZM v TF v
L. #Y74: RFC DAt D42 ->T PDU ORBEETI—FLTHMTEEY,

Wireshark (&, %Y rT—9Z2ERATEHEDI—HIZESTHEFLY—ILT, T—EA9HE LV TS a—TFT1
J%#%S5 CCNAO—RDIFEAENEETCHEATEET , COEHFTIL., Wireshark 4> O0—KLTA R —)L

FTABESIFERLET (T TITAVAM—ILEADIBEL) , CDEEHTIL, Wireshark ZEHL T, ICMP T—4% /X
FYb® IP PRELRESA—H Ryt TL—LD MAC PRLARZXvTFvLET,
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KEEICREGT)V—RA 0%

e PC1&AUE—RybEFATES Windows 7. Vista, F7z(& XP & PC)
e LAN(Local-Area Network) £ T ping ZXKIZIETESZDM®D PC1 &L

I’—hF1:  (EE)Wireshark #5890 0—KLTAVRM—=ILT D

Wireshark (&, rybT—9 T _FTHERATEIERIZED/\yys R=ZT7 TATSLIZHE2>TWVET , CODFA—
T Y—R YT T7IE, Windows, Mac, Linux &, SFEEIFEH OS THEATEE T, cOEFD/S—~ 1 TlE,

Wireshark Y27k 7 70455 L%4HO0—KLT,.PC [T/ AR —ILLET,

i :PC 29 TIZ Wireshark WAV Ab—ILENTWBIGEEIE, /3—F 1 ZHBRL. /S—b 2 [CEEB > THENE
Ao Wireshark /X PC IZAVAR—ILENTWVEWEEIF AV AN IRIZTATEI—DS Ho0—K RY—%HE

ALET,

FIE1: Wireshark #5892 0—K3 3%

a. Wireshark I£ www.wireshark.org M54 O—KTEET,
b. [Download Wireshark] %2y L%7d,

N G
WIRESHARK Get Acquainted »  GetHelp~  Develop ~

What's on your netwaork?

‘ Download
Get Started Now

(] Learn

v Knowledge is Power

News And Events Wireshark Blog L Enhance Wireshark

SHARKFEST Was Great! ‘Troubleshoating the hidden dangers of TCP's Nagle @

algorithm and delayed acknowledgement
ers
onderul Jan 11| By Hansang Bae

,,,,,,,,,,,,,,,,,,,,
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c. PCO7—xTUFx¥EOSIZEDNT. MERYILIIT7 N—2aVFBIRLET . F-E41E. 64 EwkhiR PC
T Windows #£1TLTL 5154 1L, [Windows Installer (64-bit)] Z:#iRLE T,

Download Wireshark

The current stable release of Wireshark is 1.10.0. It supersedes all previous releases. You can also download the latest
development release (1.10.0re2) and documentation,

Stabl Release (1.10.0)

& Windows Installer (64-bit)

Windows Installer {(32-bit)

Windows U3 (32-bit)

Windows PortableApps (32-bit)

05 X 10.6 and later Intel 64-bit .dmg

05 X 10.5 and later Intel 32-bit .dmg

Source Code

Old Steble Releas

Development Release (1.10.0rc2)

Documentation

Having Problems?

Explere cur download area or logk in our third party package list below.

BIRERZDE AU O—KRREREYET, I7MILDEH O—KEIE, FHRIZTSVFL 0SS ITE-TEL
YFEJ, Windows 1—HDIBE . TI4/LEDIBFTIE Downloads 74 /LAX TY,

FIE 2: Wireshark 24> AM—ILTF 3

a. Wireshark-win64-x.x.x.exe L\ 77/ IILME o O—RFENFET X [FT/N—DaVBBEERLET) ., 774
WESETILIYyOLT AV AM—IL TOvRZRBLET.

b. BEEICEF1)Ta AvE—URRREINFIGEFIEELET, PC [Z Wireshark DaE—MF TIZHSHEE L.
WA= T ULV AR—=ILL TS, FILWLWA—D30F AV A= LT B ES5I12HERENFE T, Wireshark
DR DIN—=2a0F AV AR—ILT BRI, LA —Da BRI A2 EAHRINE T, [Yes] #0')vIL T,
Wireshark @ LLTD/NA—2320E T oAV RAM—ILLET,

[ Wireshark 1.10.0 (64-bit) Setup e

§ Wireshark 1.10.0 (64-hit) is already installed.

Would you like to uninstall it first?

3LA(Y) | LW (N) || +rotl
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c. Wireshark 28O TA U AM—ILT BIFE . TIET7UAA—)L TOERAMNTE T LI=HE L. Wireshark
Setup DAY —RIZHBEILET , [Next] 0V vILET,

" £ Wireshark 1.10.0 (64-bit) Setup ===

Welcome to the Wireshark 1100
(64—bit) Setup Wizard

This wizard will quide you through the installation of
Wireshark.,

Before starting the installation, make sure Wireshark is not
running.

Click 'Mext' to continue.,

[ Mext = ] | Cancel |

d. 41VAb—)L TOERE#HITLET . [License Agreement] D1V RN RRESNT=5, [| Agree] 7')vHL

F9,
# Wireshark 1.10.0 (64-bit) Setup o @ [
License Agreement
Flease review the license terms before installing Wireshark 1.10.0 (64-bit). ‘

Press Page Down to see the rest of the agreement.

[This text consists of three parts:

Part I: Some remarks regarding the license given in
Part II: The actual license that covers Wireshark.,
Part III: Other applicable licenses.

When in doubt: Part IL/1II is the legally binding part, Part I iz just
there to make it easier for peaple that are not familiar with the GPLv2.

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Wireshark 1.10.0 (64-bit).

P —
| < Back [ I Agree ]H Cancel
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e. [Choose Components] D4R DT IA+ILMREEZZDEEERAL. [Next] 01V ILET,
' Wireshark 1.10.0 (64-bit) Setup El'ﬁ'@-

Choose Components
Choose which features of Wireshark 1.10.0 (64-bit) you want to install. ‘

The following components are available for installation.

Select components to install: - [#] Wireshark

TShark

Plugins [ Extensions
Tools

i.[w] User's Guide

Description
Space reqguired: 111, 5MB

P
[ < Back (” Mext = D[ Cancel
""\-\..______.o-"'

f. BRID a—thyk T3 0%RRL. [Next] #0)vILFET,

A wireshark 1.10.0 (64-bit) Setup o @ /[
Select Additional Tasks
Which additional tasks should be done? ‘

Create Shortouts
Start Menu Item
[7] Desktop Icon
Quick Launch Icon

File Extensions
Assodate trace file extensions to Wireshark (5vw, acp, apc, atc, bfr,

cap, enc, erf, fdc, out, pcap, pcapna, pkt, rf5, snoop, syc, tpe, trl,
frace, trc, vwr, wpc, wpz)

P
< Back lﬂ Mext = D[ Cancel
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g. Wireshark ZA VA=)V BBAITERTEET A, TA4RY AR—=XI(ZHIBRHZLRY . T 74 ILEDIFFTIC
AVAR—=ILT BIEMNHREINET,

' Wireshark 1.10.0 (64-bit) Setup fo] @ e
Choose Install Location
Chooze the folder in which to inztall Wireshark 1.10.0 (64-bit). ‘

Choose a directory in which to install Wireshark.

Destination Folder

“¥Program Files¥Wireshark

Space required: 111,5MB
Space available: 13.2GB

l < Back (]_[ Mext = [ Cancel ]
T

h. 547 *vbD—9 T—8%X 5T F¥ T BIZIL. PC [Z WinPcap BA Y RAb—ILENTWSRHELHYET
WinPcap ' PC 29 TIZAV Ab—)LENTLSIHE L. [Install] FTy IR I IRADFvIENLET BEAVR
F—IJLENTLVS WinPcap D/\—23>h8, Wireshark 2B T 5/3—2a> &YEHHULMES L. [Install WinPcap
XXX(N—=230FB) ] FvIhRwIRED )L T, KUFLLWN—23 AR =)L T BT EMHERSNET,

i. WinPcap AV Ar—ILENTLSHE . WinPcap Setup 74 —F&#&TLET,

#f Wireshark 1.10.0 (64-bit) Setup o] @ (=&
Install WinPcap?
WinPcap is required to capture live network data, Should WinPcap be installed? ‘

Currently installed WinPcap version
WinPcap 4.1.3

netall
[T 1nstall wWinPcap 4.1.3
If selected, the curpesd

installed WinPcap 4. 1.3 will be uninstalled first.

What is WinPcap?

. —
< Back m: Install Dl Cancel
"‘-__-.."'
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j. Wireshark 27 4L DAV AL—ILAIREY AV A= ILKIRERTRD V4R OBNRTRENET 1V AM—

ILIMSET L5, [Next] 9')voLET,

# Wireshark 1.10.0 (64-bit) Setup

Installation Comple te

Setup was completed successfully,

Completed

= @ ] =

A

Extract: reordercap.exe

Output folder: C:¥Program Files¥Wireshark
Extract: capinfos.exe

Extract: capinfos.html

Output folder: C:¥Program Files¥Wireshark
Extract: rawshark. exe

Extract: rawshark. html

Qutput folder: C:¥Program Files¥Wireshark
Extract: user-guide.chm

Completed

k. [Finish] %'y LT, Wireshark 1> Ar—)L TOEREZETLET,

# wireshark 1.10.0 (84-bit) Setup

(64—bit) Setup Wizard

computer,

Click Finish to dose this wizard.

Run Wireshark 1.10.0 (64-bit)

Show Mews

=] 2 | 2

Completing the Wireshark 1.10.0

Wireshark 1.10.0 (&4-hit) has been installed on your

© 2014 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public.
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IN—k 2:  Wireshark TO—AJL ICMP F—42%%v7F¥LTHHT 5

COEED/N—k 2 TIEL.LAN LIZEET S50 PC % ping L. ICMP &R LU i&% Wireshark TFv7TF+
LET, . ¥ TFrLzIL—LORNTZR THEDBREARNET . CORMITKY. T—REEITEDT:
OITINT Yk AT —INEDKSIFERASN SN ERFEICHMDENTEET,

FIg1: PC DAEZ—TzAR PRLRZIBTS

ZOEETIL.PC D IP PRL R &E Network Interface Card (NIC; RybkT—49 A2 B—TJxA4 R H—K) DYPEFRL
A(MAC ZRLRELIEIEN D) ERIGTHILELRHYET,

a. AR 4 RHERWT, lipconfig /alliE A AL, Enter F—%#LE T,
b. PCOALEA—TIAAD IP PRLAE MAC(IB) PRLREZZEZBHET,

C. F—LAN—DPCOHIPFPRLAZREZE. HE=D PC D IP PRLRAEAVN—IZHZET , CDOEE, Hlt-
D PC D MAC ZRLRIEAVIN—[ZHZ LN TLEELY,

FIE 2: Wireshark Z2EILTT—2D XTI FrZRHD

a. PC @ Windows @ [RE—K] RE2EFD)vIL T, Ry T7vT AZa—DTAYT 5 LDO—EIZ Wireshark HF
REINBDEHEZRLET, [Wireshark] 258 7 IL9) v LET,
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b. Wireshark Mi#2E&#. [Interface List] #2')voLET .
=S

M The Wireshark Network Analyzer [Wireshark 1.10.0 (SVN Rev 49790 from /trunk-1.10)]
Fle Edit View Go Capture Analyze Stetistics Telephony Tools Intemals Help
@odms sExg aesaT LR Qeaan @mmxl |

Filter: || Exprassion... Clezr Apply Save

The World's Most Popular Network Protocol Analyzer

S
WIRESHARK  Verson 1.10.0 (SvN Rev 49790 from ftrunk-1.10)

T Website

=) Open
‘Open a previously captured file Visit the project’s website

~. Interface List

& Live st of the capture interfaces

{counts incoming packets)

Open Recent: % User's Guide

A Start s/ The User's Guide (lacal version, ¥ instaled)

Choose one or mare interfaces to capture from, then Start ® Sample Captures

A rich assortment of example capture files on the viki Securi
] Sun: \Device\NPF_{DIEC4325-FF46-4E52-BCL8-0636F4946680) = e coet urity
= Wark vith Wirsshark = sscurely ss possble

] Intel(R) 82577LM Gigabit Network Connec tion: \Device\ MPF_{6179E093-1 =

@ Capture Options
- Start a capture with detailed options

Capture Help

@ How to Capture

Step by step to a successful capture setup
Network Media

@ ‘Speciic information far capturing on:
Ethernet, WLAN, ...

Profile: Default

Ready to load or capture No Packets

¥ :Interface List [&, —ED7AaA>D 1 BBIZHBDAEZ—TAR TAAVEI )y ILTERKIENTEET,
[Wireshark: Capture Interfaces] 74> F T, LAN [ZHEESN TSI A— T/ ADBEICHHF v IR v
REIYIILET,

o )|

P Packets Packets/s

@ Intel(R) PRO/1000 MT Metwork Connection
£#]  Intel(R) 82577LM Gigabit Network Connection 192168111 a 0 { Details ]}

) (e (e

! Wireshark: Capture Interfaces

Description

FE BB EI—DTIARARRTREN, FIVIT DA 8—TA AN MBIENGEE X, [Details] REE5")y
L. [802.3(Ethernet)] #7% 45 voLET ., MAC 7RL AN, FIE 1b TEEZEHT- MAC FRLRAE—EL T
BEERERLET  ELWW U E—TJz AR THHEEREFZLT=5. [Interface Details] 74> FoEBALET,

M Wireshark: Interface Details ==

Y0211 (WLAN) | Task Offload

| Characteristics | Statistics :803_.3 (Etherq_et}:

Characteristics
Permanent station address 00:50:56:BE:76:8C

Current station address 00:50:56:BE:76:8C

Statistics

© 2014 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public. ~R—29/20
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d. ELWAUB—TA/REFyILI=5, [Start] 0y ILTT—8 FvTFYEmHFET,

.! Wireshark: Capture Interfaces

=]

Description

]

=]
=]

Intel(R) PRO/1000 MT Metwork Connection
Intel(R) 82577LM Gigabit Network Connection

P Packets Packets/s
19 0
192.168.1.11 47 0
Stop l Options ‘ [ Close

HFERAH Wireshark D—FB ED I av ML TAARIO—ILEBRHET, T—2TO (X, FOr/LDEL

IZ&H>TEBYET,

23 3.567094000 173.194.79.125
e

27 10.27736800010.20.164.
28 10.359632000173. 36.12. 7.
291 isco_;
30 10.94920600(10. 20.164.

173

45 14.69467200(10. 20.164. 21

® Ethernet II, src:

.36
20

171.68.57.53

192.168.87.9

0000 30 f7 Od 7a ec B4 5c 26 Oa 24 2a 60 08 00 45 00 0..z..0\& . §%°
0010 00 34 4f 78 40 00 80 06 4a 08 Oa 14 ad 15 cc ec  .40x@... ]
0020 e6 2d d6 d4 01 bb dc bz af 4e 00 00 00 00 80 02  .-. .
0030 20 00 8a 09 00 00 02 04 04 ec 01 03 03 02 01 01

0040 04 02

.12,
164

2

92 Name

SRVLOC
m

@ [ Intel(R) 82577LM Gigabit Network Connection: }Device\NPF_{6179E093-A447-4ECB-81DF... | Packets: 45 Displayed: 45 Marked: 0

. Root
. Root
. Root
55 53964 > 10846 [ACK] Seg
66 10846 > 53964 [ACK] S

nE. o

86 Attribute Request, vl Transaction ID - 49289

4 Capturing from Intel(R) 82577LM Gigabit Network Connection: \Device\NPF_{6179E093-Ad447-4EC8-81DF-5E22D08A6F63)  [Wireshark 1.10.0 (SVN Rev 48790 from /trunk-1.10)]

segment of a reassembled pDU]
client > 53588 [ACk] seg-1 Acl

Fle Edit View Go Capture Anslyze Statistics Telephony Tools [ntemals Help
e smd EaXE Ae»0T 2 BB @#DM% B
Fiter: [=] Bepression... clear appiy save
No. . Time Source _ Destination F{rElD(ul Length [nfnr _ L
21 2.4519 isco_ ning-t For-br-STR
22 3.497376000 10.20.164.21 173.194.79.125 91 [Tcp
10.20.164.21 50 xmpp-

ROOT =

query NB UNIDC3<20>
31 10.99746700(171. 68. 57. 53 10.20.164.21 98 Name query response, Requested name does not exist
32 10.99758500(10. 20.164. 21 173.37.115.191 92 Name query NB UNIDC3<20>
33 11, 08046600173, 37.115.191 10.20.164.21 98 Name query response, Requested name does not exist
34 11.09043000(10.20.164.21 10.20.164. 31 92 Name query NB UNIDC3<20>
351 43. 92 Name query
361 71 isco_ 4 s (for-br-sTp 0 conf. Root 0 Port =
37 12.59048100(10.20.164.21 10.20.164. 31 NBNS 92 Name query NB UNIDC3<20>
38 13. 34153600(10. 20.164. 21 171.68.57.53 NBNS 92 Name query NB UNIDC3<20>
39 13.41142100(171. 68. 57. 53 10.20.164.21 NBNS 98 Name query response, Requested name does not exist
40 13.41151700(10. 20.164.21 173.37.115.101 NENS 92 Name query NB UNIDC3<20>
41 13.49295400(173. 37.115.191 10.20.164.21 98 Name query response, Requested name does not exist
42 13.50250600(10. 20.164.21 10.20.164. 31 92 Name query NB UNIDC3<20>
43 14,25256700(10.20.164.21 10.20.164. 31 Name query NE UNIDC3<20>
44 14, 1 0 nf. Root = 0/30:F Cost = 0 Port =

@ Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface 0

Dell_24:2a:60 (5c:26:0a:24:2a:60), Dst: Cisco_7a:ec:84 (30:f7:0d:7a:ec:84)
® Internet Protocol Version 4, src: 10.20.164.21 (10.20.164.21), Dst:
1 Transmission control protocol, src Port: 54996 (54996), Dst port: https (443), seq: 0, Len: O

204.236.230.45 (204.236.230.45)

Profile: Default

I

CD1ERIEL. PC & LAN DRI TETSINTWSEEDERICL >TEEERTRIA—ILTEIELHYET, 71

IWAEERT 5L, Wireshark BF v TF LTS T—2ERTHELVIRETIDONBRITHYET, COEE
TlZ. ICMP (ping) PDU M & %R R<LET , Wireshark M _E&RIZ&H S [Filter] Ry o X (ZTiemplE A AL T
Enter F—% 109 H\. [Apply] R2>%%1)v- LT ICMP (ping) PDU D #EFRRLET

.ﬂ Capturing from Intel(R) 82577LM Gigabit Metwork Connection: \Device\NPF_{5179E093-A447-4ECE-81DF-5E22D08A6FG3}  [Wireshark 1.10.0 (SVN Rev 49790 from /trunk-1.10)]
File

Edit View Go

4 W 2

Capture

R

Analyze

No. Source

Statistics

¢ 5P TF I

B Expression... Clea

Destination

Te\aphnnz Tools Internals Help

Qaafd #EBKE| B

Save

Protocol  Length  Info

© 2014 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public.
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f. ZOITNAEERTIE. LBD V4R DT =D AERTINGLBYET A AV F—TIARDIS T4y
HDX YT FoE#HELTOET ., BTOFIETHLV=aTUR TOVT 94UR9ERTL, F—L AN—h5
L iz IP 7RL X% ping LET , Wireshark @ LE DDA R IICT—2HABERTINDIDEHEZELET .

d Capturing from Intel(R) 82577LM Gigabit Metwork Connection  [Wireshark1.10.0 (SVN Rev 49790 from /trunk-1.10)] = || =] @
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

@ 4 m B2 qaesoTF2IEE aaaD #BD®% B

Filter: | icmp |z|Exprasswon... Clear Apply

Ne. Time Source Destination Protocol Length Info
11 15.118840 192.168.1.11 192.168.1.12 ICMP 74 Echo (ping) request did=0x0001, seq=21,/5376, ttl=1:
14 15.119602 192.168.1.12 192.168.1.11 ICMP 74 Echo (ping) reply 1d=0x0001, seq=21,/5376, ttl=1:
16 16.127853 192.168.1.11 192.168.1.12 ICMP 74 Echo (ping) request did=0x0001, seq=22/5632, ttl=1:
17 16.128679 192.168.1.12 192.166.1.11 ICMP 74 echo (ping) reply 1d=0x0001, seq=22/5632, ttl=1:
18 17.141897 192.168.1.11 192.168.1.12 ICMP 74 echo (ping) request -d=0x0001, seq=23/5888, ttl=1:
1917.145943 192.168.1.12 192.168.1.11 ICMP 74 echo (ping) reply 1d=0x0001, seq=23/5888, ttl=l1:
21 18.140246 192.168.1.11 192.168.1.12 ICMP 74 echo (ping) request id=0x0001, seq=24/6144, ttl=1:
22 18.140794 192.168.1.12 192.168.1.11 ICMP 74 Echo (ping) reply id=0x0001, seqg=24,/6144, ttl=l:

= C:¥Windows¥system32¥cmd.exe o[ ]

4 Frame 11: 74 bytq
i Ethernet II, Src
7 Internet Protoco]
7 Internet Control

()| Intel(R) PRO/LO00 MT N

EF—L A N—® PC A ping [TIGELEZWMES L. PC D774 7 04+—ILH ping ERETOVILTLNS
ATREMEA HYFET . Windows 7 ZERALI-I7A4 7 VA —ILTICMP b5 7490 DE@ZEEFA T 5HEIZTDNT
[%. Appendix A: Allowing ICMP Traffic Through a Firewall #Z B L TLEE0Y,

g. [Stop Capture] 74 &V )vIL T, T—E2DF T F¥EEFIELFET,

=

d Capturing from Intel(R) PRO/1000 MT Metwork Connection
File Edit View Go Capture Analyze Statistics Telep

o ® a(m) DR A e %

Filter: | icmp

Mo. Time Source Destinat
22 1b.Y55402 192.168.1.11 192.1:

© 2014 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public. R—2 11/20
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FIE3: FNIFvLIET—EERRD

FIE 3 TlE, F—L A2/3—0 PC D ping BRICK>TERINF=T—2%FAET , Wireshark T—42(% 3 DD
O AVITRIREINET 1) LEEIIVICE, FYTFrEnsz= PDU IL—LDYRARE IP 35y MERDEL
NRRINFET, 2)PREYIIVICE, BELBTEIRSNIL—LD PDU FERHARTINET, TvTFrE
fufz PDU JL—AIE, FAPILBRIZH T TRIRINE T 3) THE L aVICE FBORMIOT—INEKTR

ENFET RKMIDT—HF, 16 ERXE 10 ERXOBATRTENET,

ﬁ Capturing from Intel(R) PRO/1000 MT Metwork Connection  [Wireshark 1.6.1 (SVN Rev 38096 from /trunk-1.6)]
File Edit View Go Capture Analyze Statistics Telephon! Tools Internals Help

B oW e e e X2l AaesTEI[EF QaaaD daB8Mx% B

Filter: | icmp IzlExpression... Clear Apply

MNo. Time Source Destination Protocol Length Info

. 1. . 1. request seg=21/5376, ttl=1]
14 15.119602 192.168.1.12 192.168.1.11 ICMP 74 Echo (ping) reply id=0x0001, seg=21/5376, ttl=l:
16 16.127853 192.168.1.11 192.168.1.12 ICMP 74 Echo (ping) regquest 1id=0x0001, seq=22/5632, ttl=l:
17 16.128679 192.168.1.12 192.168.1.11 ICMP 74 Echo (ping) reply id=0x0001, seg=22/5632, ttl=l:
18 17.141897 192.168.1.11 192.168.1.12 ICMP 74 Echo (ping) regquest id=0x0001, seq=23/5888, ttl=l:
19 17.145943 192.168.1.12 192.168.1.11 ICMP 74 Echo (ping) reply id=0x0001, seq=23/5888, ttl=l:
21 18.140246 192.168.1.11 192.168.1.12 ICMP 74 Echo (ping) regquest id=0x0001, seq=24/6144, ttl=l:
22 18.140794 192.168.1.12 192.168.1.11 ICMP 74 Echo (ping) reply id=0x0001, seg=24/6144, ttl=1l:
Top Section

Frame 11: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)

Ethernet II, Src: IntelCor_34:92:1c (58:94:6b:34:92:1c), Dst: Intel_0f:91:48 (00:11:11:0f:91:48)
Internet Protocol version 4, Src: 192.168.1.11 (192.168.1.11), Dst: 192.168.1.12 (192.168.1.12)
Internet Control Message Protocol

Middle Section

0000 00 50 56 be f6 db 00 50 56 be 76 8c 08 00 45 00 LPVLLLLP VLVLLLE.
0010 00 3c 01 ac 00 00 80 01 b5 ad cO a8 01 Ob <O a8 i e

0020 01 Oc 08 00 4d 46 00 01 00 15 61 62 63 64 65 66 ... MF.. ..abcdef

0030 67 68 69 6a 6b 6c 6d 6e 6f 70 71 72 73 74 75 76  ghijklimn opgrstuv

0040 77 61 62 63 64 65 66 67 68 69 wabcdefg hi

O Intel(R) PRO/1000 MT Metwork Connection: ... | Packets: 199 Displayed: 8 Marked: 0 Profile: Default

[E=N B =

Bottom Seciton

4 Lm | »

a. Wireshark ® E&t4-> 3> T, &¥D ICMP ERMD PDU JL—L%ESY) S LET , [Source] FIIZPC D IP 7
FLRMFK RSN, [Destination] FlIZ[X. ping EDF—LALD PC @ IP PRLABKRTRTEINET,

M Intel(R) PRO/L000 MT Network Connection [Wireshark1.10.0 (SYN Rev 49790 from /trunk-1.10)] =N o
File Edit View Go Capture Analyze Statistics Telephonz Tools Internals Help
004 I BERHRXES AT QQAAD WEW % B
Filter: | icmp IZIExprEssion... Clear Apply
No. Time Source Destination Protocol Length Info
5 2.801784 192.168.1.11 192.168.1.12 ICMP 74 Echo (ping) request id=0x0001, seq=25/6400, ttl=l:
8 2.802679 192.168.1.12 192.168.1.11 ICMP 74 Echo (ping) reply id=0x0001, seg=25/6400, ttl=l:
10 3.816895 192.168.1.11 192.168.1.12 ICMP 74 Echo (ping) request id=0x0001, seq=26/6656, ttl=1:
11 3.817540 .168,1. .168.1 ICMP 74 Echo (ping) repl id=0x0001, seg=26/6656, ttl=l:
.1.11 192.168.1.12 ICMP 74 Echo (pinc) request 1id=0x0001, seq=27,/6912, ]
14 4.832006 192.7168.1. .108.1.11 ICMP 74 Echo (ping) reply id=0x0001, seg=27/6912,
15 5.844858 192.168.1.11 192.168.1.12 ICMP 74 Echo (ping) request id=0x0001, seg=28/7168, ttl=l:
16 5.845488 192.168.1.12 192.168.1.11 IcMP 74 echo (ping) reply 1d=0x0001, seq=28/7168, ttl=1:
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b. ZM PDU JL—LZ L&t a0 TREIRLI-KRET, dREHII3VIZHEILE T, Ethernet [| DTOEAIIZ
HDTSRIEEEY)YILT, BBEEEIETD MAC PRLRZRRLET,

M Intel(R) PRO/1000 MT Network Connection [Wireshark 1100 (SVN Rev 49790 from /trunk-1.10] & =N =R
File Edit View Go Capture Analyze Statistics Telephon! Tools Internals Help

OO ME I BT I ACIDTL QAN | WEMR% 8

Filter: | icmp IZIExpression... Clear Apply

Mo, Time Source Destination Protocol Length Info
5 2.801784 192.168.1.11 192.168.1.12 ICMP 74 Echo (ping) request id=0x0001, seg=25/6400, ttl=l:
8 2.802679 192.168.1.12 192.168.1.11 ICMP 74 echo (ping) reply id=0x0001, seq=25/6400, ttl=1:
10 3.816895 192.168.1.11 192.168.1.12 ICMP 74 Echo (ping) request id=0x0001, seg=26/6656, ttl=l:
11 3.817540 192.168.1.12 192.168.1.11 ICMP 74 Echo (ping) reply 1d=0x0001, seq=26/6656, ttl=1:
13 4.831343 192.168.1.11 192.168.1.12 ICMP 74 Echo (ping) request id=0x0001, seg=27/6912, ttl=l:
14 4.832006 192.168.1.12 192.168.1.11 ICMP 74 Echo (ping) reply 1d=0x0001, seq=27/6912, ttl=1l:
15 5. 844858 192.168.1.11 192.168.1.12 ICMP 74 Echo (ping) reguest id=0x0001, seg=28/7168, ttl=l:
16 5. 845488 192.168.1.12 192.168.1.11 ICMP 74 Echo (ping) reply 1d=0x0001, seq=28/7168, ttl=1:

® Frame 13: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)

(-jEthernet II, Src: IntelCor_34:92: :34:92:1c), Dst: Intel_0f:91:48 (00:11:11:0F:91:48)
Destination: Intel_0f:91: (00:11 191:48
Source: IntelCor_34:92:1 §:94:6b:34:92:1¢)
Type: IP (0x0800)
Internet Protocol version 4, Src: 192.168.1.11 (192.168.1.11), Dst: 192.168.1.12 (192.168.1.12)
Internet Control Message Protocol

EETT MAC ZRLRDY, $75F-D PC DA RA—TzARE—HBLTVET M,
Wireshark @385t MAC ZREL AW, HEET=DF—L A2 /3—0D PC D MAC 7RLRE—HELTWLET A,

ping LT= PC @ MAC 7rL R, $%51-MD PC Mo ED LG AETRFSNTLET .

F:ICMP ERZF v T FrLI-BIOHITIE, ICMP T—2(&. £ IPv4 /¥yt PDU(IPV4 ANyH—) [ThT+
eSS, ZD#% . LAN L TERETESLSICA—HRUk 1| TL—L PDUL—HRubk | AvF—) IThT &)L
fEEehFxzd,
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/8—k 3:  Wireshark CYE—F ICMP F—4% % v 7FvLTH#HT S
IN—k 3 Tl&, JE—F RRF(LAN EIZFEFELELHRRR) % ping L. EN5D ping MoER SN TI=T—2%FANE
T, FDE.ZCOT—AREFIE 2 TRARTF—EREDEWNEFRARNET,

FIg1: AB—ITTAARDT—EDFTNTFrEEDB
a. [Interface List] 743> %49) v L T.PC DAV A—TJ1A AD—EEZBERTLET,

! Intel(R) PRO/1000 PMT Metwork Connection [Wireshark 1.
File Edit View Go Capture Analyze Statistics Te

@oadmgs BREXE| A e
Filter: | icmp
Ma, Time Source Desti

b. LAN AU 3—JzA RDEICHEF TV IRYIAMNFIvIEIN TSI LR LD, [Start) &0 vILET,

M Wireshark: Capture Interfaces E@
Description P Packets Packets/s
# Intel(R) PRO/1000 MT Network Connection 19 0 Details

2] Intel(R) 82577LM Gigabit Network Connection 192168111 47 0 Details

Help < Start > Stop | Options |[ Close l

c. FHLWFvTFrZIBOIF, LAIDF YT Fr T—2ERETELIIIERT D1 R IBRRTEINET,
ZDT—HRERETIVLEFHYEE A, [Continue without Saving] 2 vILET,

a =]
W Do you want to save the captured packets

before starting a new capture?

Your captured packets will be lost if you don't save them.,

—

‘ Save ‘ | Cancel ﬂ Continue without Sa\ring)

d. ¥vTFvETIOTATICLIREET, XD 3 DD Web H A1 +D URL # ping LET,
1) www.yahoo.com
2) www.cisco.com

3) www.google.com
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3 C:¥Windows¥system32¥cmd.exe =[]

m

i EHINTULS URL % ping 35&. Chio® URL % DNS (Domain Name Service) —/\AY IP 7L XIZ
EHLET, ZIELEE URLD IP PRLREEEZEOHFET,

e. [Stop Capture] 7AaA2%&V)vILT. T—EADF YT FrEELTEET,

=

Fol Capturing from Intel(R) PRO/1000 MT Network Connection
File Edit View Go Capture Analyze Statistics Telep

o ® a(m) 2la e

Filter: | icmp

Ma. Time Source Destinat
22 1b. 4955362 192.168.1.11 1492.1:

Flg 2: YE—FRRAMDODT—REREELUVSIHTS

a. Wireshark TEX¥TF¥LI=T—42%#EL. ping L= 3 HFAD IP PELRE MAC PRLURZFARET, TOZE
HIZ. 3 AT RTDIEE IP PRLREI R MAC PRLRZEALET,

1EZB DG IP: MAC:
2FB DG IP: MAC:
3EBEBDIGAT: IP: MAC :
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b. COEHRTIIFICEDLIGEANEETT M,

c. COIEHIL. /8\—F 2 TRZEL-O—AIL ping FREED LG RTELGYFET M,

'E

Wireshark Tl&, A—AhJL (RAFDEED MAC 7RL AR TRSNFET A, JE—F RAFDEED MAC 7RL R
FRTSNFEHE A TNIEFLEETTH,

T8 A: T7AT7 24— TICMP b574v0 DEBEHFATT S

F—LDAIN—HET=0 PC % ping TERWMES ., 747 74—ILH ping BRETOYHL TS ATREELH
YFET, COERTIL, ping BREFHRIT D774 7 94— ILRBIFERT 5 AXICDOVNTEHRBALES, £f=. EEA
BTLES, LWL ICMP FRBIZEMIZT 5 AEICDONTHERBALET,

FIE1: F7AF724—ILTICMP FS574v 9D EBEHA T 5FHLLVZEDRANZEERT D
a. aArkA—IL SRS, [PARATLEEX ) T4 AT avE0)vILET,

'\:/”\:/' |@ b SEREEEIERE o '|*1»|| O O—JL J RILOHESE o)
TFTILF) \|EE) F|RNV) Y—ILT) ~ILT(H)

IS5 —OREEFELFT

EDZOODESZFE

W 0 —H— FhoL hoEsinEiidEE

42
Uid
BEORR S5 S
Y BT—HEATH—Fy b .ﬁ« oz
ﬁl,,. Fy MI—OOREE S RIOET FA
=L LT EHECETIATL 0
=R _
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b. [VATFLEEF1ITA] 94V KHT, [Windows J7L72+—IL] 22 vHLET,
[F=% Bl =<5
O[> IVNTL IR b SAFAEEFIUTA ) « 4] 2> ro-L Loes ol
3z O JTRIL IR—A FhLE Y A —
, JvE1—4—-ORETEILTHEZER | B 1-Y— FhYr MNIEREOEE
=, = 15 . i
AT AT U V15— BIEEED NS TS -T2
SO VP2 —5— AT LEBEORECET
N—FRozFEGI R - I
L. Windows 27 - Pz —ILICLBT05S LOFFA
1-d-rnovihewsn By 774 o . _ .
FBOELEE = RAM MELTOtwHOEEDET | Windows THZNUI VR 4 wFw A0S
S8y TOHASTAL B UE—h PHEAOFT | avE1-4—0ZFE0SE | BT/ TR-Tr—
Bt ==, £L5fs |;;]J. Windows Update
c. [Windows 77474 —IL] D4 R ODERAU T, [BEMERE] 20)vILET,
[E=8 E=R =
@"Q.m « SAFLEEFIUTA » Windows I7 4 PoA—IL «[4|[ 3> bo-u stLonE o
. 0-
A [ Windows J7 A PIA —JUC LBV E 1 - S—DFE
Windows 71 FOA—ILZE  Windows J7 A 7oA =)Lk, N\wh—FLREEOHZYVI bIIFICLEA vo—Fw hEREFRY
ﬂpﬁjﬂaﬁhiﬁfiﬁﬁﬁ rI—HEEEUE P AL T3OEISET.
R T7A TR —LIe £BIYE L ~5-ORBOEE
O BsEDLE Fy NI-HOSFIHT 3
& Windows J7 1 P4 —JLD £
B FE S D74 PIA—NEROENR
mﬂ BEBECRET Windows 77’47"37_!‘ =)LTRHIPa-45— [ G EEREEEALET
ZRET D OORIEESEREINTLER
s
E S Sl o) e I
= EEREDFE
l ) TR Ry MO HEREHA (F545— ) Ry MDI—5(0) BEES (v
l ) /TUv s Ry FI-S(P) BEE (A
d. [EFa)Tsh58{bENt=z Windows 7747 D4 —IL] D4R T, EHAREN—D [REQORA AT 3%
BIRL, BHARNA—0 [FLWRRA 20)vILET,
| CE AT BN Windows 777571, e
IrALF) BEA) TRV AILT(H)
e 7E =]
@ o-nwavea-+- ot [
£ -7 JoorqL  mm e - || 26 -
SRR @Allow ICMP Requests TAT g F (@ Huess.
. fﬁtj:luj—{mﬁu (@ Microsoft Office Outlook IS4/~ @ F 2| FOIrAILTIAIAS— »
e (@ Microsoft OneNote FSAR—t @ HE T ORET I Le— »
(@ Microsoft OneNote T3AR=r @ F Ul by —grorLe— »
(@ Microsoft SharePoint Workspace TSAnR—k @ FE == ,
(@ Microsoft SharePoint Workspace ToAA—t e FE _
@ vMware Authd Service R A G BRI
@ vMware Authd Service (private) TS/~ @y FE 2 ~ROTTRM—b
!Br§nch@chﬁeﬁgﬁ)“{ﬁi@i(HﬁP—... Br§nch6§cr1gigﬁy..: ?’/ﬁt l.\l.\?‘g BTl ~F
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e. FHROZEDRAUI«F—FNEELET . FRAIDIELE] BE T, [hREL] FTLav REVED9IL, [R

AN EFD)VILET .
i FHROBEORADAF—F ==
BllpEHE
PEREED 71 P — LB DTSR REIRL TS 22
AFuk
198I05EE ¥ OTEEEORE A PERE LA 27
045,
JokkBLUR -k J0U34EF)
oy IS LR HRATS,
23-7
27 R-HO)
TOP #1{1 UDP - MHBEEHNT5RAITE,
Joardi
. BHTEE:
. BranchGache - 105 YBTi& (HTTP (%R
Windows THAAUT L ADEDCEEEHITE 2R,
@ HARLIC)
HARLDRAIT,
Bl #ET|E p—

EEOREYT T

f. EXRAUT [FARAVBEUVR—N FT2avzxs)voL, [FARIIILOEE] FAYTF I A=a—0
[ICMPv4] Z:&RL. [N =)V ILET,

& FROSEDRAI-H—F ==
JokBLFR-+
COMBIEERTE 0 b b MRS L TR,

ATt
189S OB Bt - b0 D ERL TS

J0dz
FOrINESUAR—F JORILOREER: (A -]

= =) k5]
27— FORESU) =
1RIE

0=h)k A—hLx
Jo7vA TGP
B2t UDp

IPv6
b RO

GRE
IGMPyE

TPy B-Mohxt
IPvi-Opte

A=k il — YRRP
(IGMP) DRE: Fam

[ <Ea® || mains [ et |
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g. EXRAUT,[RH AT arED)vIL. [4FIT] 74—ILEIZTAllow ICMP Requests |EA ILET,

[Finish] €2 voLET,

& FROSHEORADH— R
HH
COARBIDERTE SRR LT
AT

o BBOTELE

» 70454

@ FORIBSTR-F

==

® 23-7 B
Allow IGMP Requests
@ IR{E

@ F07ri SHER (A2 aa(D)

[ <Eam [ =700 D[ #et |

COFLWRAZFEAT HE F—L AoN—[E, HBT=D PC M5 ping BEERETEET,

FIE 2: #HLLICMP BRAZEDEFE-(ZHIRT S

EENERT LG, FIE 1 THERLEFHLORAIZENLE AR TEET . [RAOERMIE) A T av & ERT
& BB HAZBEANCTETY . RAUZE2ICHIRT HL. [RIEORA] O—EASHRAMNEIRSNET,

a. [Exal)F4h&IESht= Windows 7747 94 —IL] D4R 9D ERAU T, [REDORA] £5)voL. FIE

1 THERLEBRRAIZERDITET.

& 731 UF HRREEHIE Windows 771 7O — )l
IFOLE)  BEA) FR(V) ~ILT(H)
e«=|7nE = H

N EeRR
" %ﬁ$1u?40}ﬁﬁﬂ< .
. - =
@ Microsoft OneNote
(@ Microsoft OneNote

@Microsoft SharePoint Workspace

(@ Microsoft SharePoint Workspace

@ vMware Authd Service

@ vMware Authd Service (private)

@ BranchCache 1252 VERE (HTTP-...
oaram:hCachE g (WSD-3E)
@ BranchCache A FRFr w1 H..
@/5CST H—EZ (TCP EHE)

@iscsl H—E R (TCP 3E)

@ Media Center Extender - HTTP A ...
@ Meadia Center Extender - gWave (TC...

BranchCache - 327 ...
BranchCache - EFREH (...
BranchCache - 7R M.,

ISCSI H—EZR
ISCSI H—EA
Media Center Extender
Media Center Extender

TSR~
FS5AR—h
TSAR— I
FS5AR—h
s
FSAr—h
TAT
TAT
TAT

TSAR— ..

Bt
FTAT
IAT
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JOI7-IL

E)
(F
)
[EXA
)
[
(FA
[ATA-2
LA
[ATAv-2
LA
[ATAV-3
LIVE
[ATAV-3

B
Bl
sl
Bl
Bl
Bl
Bl
B
Bl
B
Bl
sl
Bl

m

[E=H BEN 555

B

BEOHRA

W FULRAL.

¥ JOI7LTI 45—

T REETIAILA—

T IN—TTIAIE—
=5

| BEOERCER

2 —EoToRM— ...

H ~7

Allow ICMP Requests

¥ RRIDEIME

& Tomo

Ey ar-

K Hr

=l —Prie= »
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b. MAIZEMICT BT, RAIDEMIE] AT av&V v ILET, COATLavEBRTHE FToavEMN
BRAIDAERE] ITEDLYET, COATavE FREOEE] & FRAOBFHL] DM TUYERSIEATE
FY, RAIDRKEL [RIEDORA] D—ED [A#] JRRSNFT,

& T2 U HREENTE Windows J7 1 FIA— L =3 =R
IF-OLF) BEA) FR(V) AILT(H)
R e AW [HEY

i zeon -

By 20 [/ Allow 1CMP Requests £ @ FURAL.

M mEtFIUT o ORR E— -

. %5, B @ Microsoft Offica Outlook el HT 2|V JO2rAATIAE— »

(@ Microsoft OneNote FSAR—  Ey FE T RETIAIL5— 3
(@ Microsoft OneNote Foar—b @y A Ul g s —Froene— »
(@ Microsoft SharePoint Workspace FSAR— i FFE = »
(@ Microsoft SharePoint Workspace EE fatl S =R ]
(@ vMware Authd Service BAALZ F FFE @ mwoRsc=
(@ vMware Authd Service (private) TSAR—F @ FE 3 —HoTIAR—p
@ BranchCache 337> ¥EE (HTTP-... BranchCache - O%F .. TAT VW EFEl LT
@ BranchCache P P#H (WSD-3E) BranchCache - K781 (... TAT VLA SR -
@ eEranchCache A MEF v w3 Y. BranchCache - A RE... AT VWA R c' ¥ EEIOEME
@isCsI H— 22 (TCP B45) ISCSI H—EX FSAR— . VWA FFE i
@iscsI H—E2 (TCP ) ISCSI H—FEX [ VWE EFET .
@ Media Center Extender - HTTP A ...  Media Center Extender TAT VLA EFE] ; ;;_
i Media Center Extender - aWave (TC... Media Center Extender AT LWAE  EFE

c. ICMP REIZZ2ICHIBRY HICIL. [HIBR] 20Uy ILET COATLavEBIRLIZGE (L, ICMP IS & Z A
THRANEBEERTIDESHYET .

lwe TAT (ATAL S | Ly e
B(.. TAT WAE e Allow ICMP Requests -
1. TAT WWE 2 & BAOEML
FSAr— . LAE "!FEJ § 0mY
FaAA AR | :
- . Gy JE—
- TAT AR ) AT
r gAT (AT | <" i
o = Frire=.

© 2014 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public. ~R— 20/20



	パート 1: （任意）Wireshark をダウンロードしてインストールする
	パート 2: Wireshark でローカル ICMP データをキャプチャして分析する
	パート 3: Wireshark でリモート ICMP データをキャプチャして分析する

	Text1: 
	Text2: 
	Text3: 
	Text4: 
	Text5: 
	Text6: 
	Text7: 
	Text8: 
	Text9: 
	Text10: 
	Text11: 
	Text12: 


