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& - Windows CLI, 10S CLI, & U Wireshark T ARP #2945

RO

FRLYO LS =T )L

TIMR | AVB—T1(R IP 7FLR YIRYE TRY | TIFIVE F—bozA
R1 G0/ 192.168.1.1 255.255.255.0 ZuiL
S1 VLAN 1 192.168.1.11 255.255.255.0 192.168.1.1
S2 VLAN 1 192.168.1.12 255.255.255.0 192.168.1.1
PC-A NIC 192.168.1.3 255.255.255.0 192.168.1.1
PC-B NIC 192.168.1.2 255.255.255.0 192.168.1.1

=[]

R—F1:RYFI—VZBESLURETS

78—h 2: Windows ARP a7 RZE#ERT3
78—F 3:10S show arp AT REFEAT S

/3—h 4:Wireshark ZfEFIL T ARP #4285
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HRIFUFE

FRLURERTORIIL(ARP) (X, LAY 3IP PRLARZELAY 2 MAC ZPRLRIZRYTF51=8IZ TCP/IP [2&>T
FRINET, IL—LDRYNT—IUTEEINSLEE, 385% MAC TRLADNRBETY , BIMIZIEET /N1 RAD
MAC PRLRZ#BH T 5=, LAN ETARP XM JO—KFv R ENET, 58% IP TRLREZEL T/AA AN
IEZ&L.ARP ¥y alZ MAC Z7RL AN EEERSNET . LAN LOTRTOT NI RIZIE BED ARP Frvia,
DFY ARP OFERERFEFT S RAM O/NSGEEAHYET ARP Fyyia 247 —IF —EDRBRIZFERS
NAELVARP TUR)ZHIBRLET

ARP (Z/8T4—T 2R FL—FATDIFHITT , Tyl 2L DB E . ARP IRy T—H(ZTIL— LA EESNS
FUOICPRLRAEBREZERTIDBLELHYET . CNIE BIEDELEFERIE . LAN QFEEICDLEMN DA EEELH
YET, BIZ, REBBZEFRIZTEE, RYRT—IODDNSINE=T/INAROLAY 3 FTRLANERSN =T/
ARTCIS—IRETHEEENHYET,

TURT—OEBEIL. ARP [CDOWTERHTILELAHYFETH., TOrLEEHMICEETILEFIHYEE A,
ARP (&, RYrT—9 FINAZAH TCP/IP TAFILEBEETESLSICTSHTALIILTT , ARP ZERALALE,
T—RTSLDLAYN 2BETRLREEET DEN LA EIEHYELE A, T ARP [FtEF21UTa VURIIZH DS
ERHYET, ARP RT—T42 45 (ARP RA X = 9) [, FIEHE MAC 7RLURADBEEM T E RV T—IIEAT
BE=OICTHBEICI>THERASNDFETT . KBEIET/NAIRAD MAC 7RLRZEIEL, IL—LMNER-1-58%
[SIEESNDESITLET , #1972 ARP BHE T2 F B TRET S EE.ARP RT—J4V 5% [IET 5 5ED 1
DTY, EIZ, FFAIEdhi= MAC PRLR YRRES R TFNARLIZEREL. BETNAREFIZRYNT—H 75
T REHIBRITHIENTEET,

ZNDEETIE. Windows LUV XD JL—ETARP v FEFRALT.ARP T—JJILERRLET, £, ARP
Fryl a7l A3 74907 ARP TUM)ZEBMLET,

E:CCNAEE THERAY BHI/L—4IE. Cisco |IOS Release 15.2(4) M3 (universalk9 A A—) Z#& &L 1= Cisco 1941
Integrated Services Router(ISR) T3, F£f=. fERAT X1 vF (L. Cisco I0S Release 15.0(2) (lanbasek9 A A—
D) & L1= Cisco Catalyst 2960 TH , thDIL—2, RA/vF, LU Cisco I0S N—DavExFHTHIEETE
F9, ETILE Cisco 1I0S N—2avIT&o>TIE FERATEDITVREERSINDSE AN RELIZRLLBELH
YFEF,ELLSVF—TA X ID I2DWTIE. COEFDREZICHIHIIL—F (U3 —T(ADENREFSRL W
f2&0Y,

FEL—RERMYFHEESN, RE— 7 yT AV 74X 2L —ar RN EEFERL TSN, FRAGGSI.
AV AR YRITHERLTZELY,

KB ITREFY—ROBH
e JL—% 1 (CiscolOS Release 15.2(4)M3 L=/\—H )L A A= F - [EEEA A—TFHEEL 1= Cisco 1941)
e RAYF 2 £ (Cisco IOS JIJ—R 15.0(2) M lanbasek9 4 A —U# &, L 1= Cisco 2960 1= R ZHES)

e PC 2 & (Tera Term %> Wireshark 5 EDA—3F )L T2aL—2ay TAYSLEEZ - Windows 7. Vista, %
f=I% XP {£&; PC)

e OY—)L R—MEHT Cisco I0S FINAREHRTETAF-bDaAVY—IL —T )L
e KMRODTHREIATWASA—HY Ry —T )L
3¥:Cisco 2960 RAYFDIT7AM A—H Ry A A—DIA RITEHREINTHY . R/ vF S1 & S2 ORETIFA—

HRyk ANL—h —T L EFERTEET, JIDIRAD (v F ETILEZFERALTWAESIL. 1 —Y vk 40X
T—JILOFERIPDELAREENHYET .
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N—F1: RN —ODBELRTE

FIE1: FRODIZHES>TRYMNI =D —T LEBREITVET .

FIE2: FRLYSVT T—TIVIHST. TIAAD IP PELRERELET

FIE 3: PC-BhoFTRTODT/SARIC ping ERITLT. RybT—VEHERELET,

/N—k 2:  Windows ARP av FR£EAT S

arp OYUREERT AL, Windows M ARP Fvyi 15 RERBFIUVEETEET, Windows A< K FAVTEM
HZOAYURIZTIEALET,

FIg1: ARP ¥XvvaZRRELET,
a. PC-ATavYUR a4 R%ERE. larplEAALET,

C:\Users\Userl> arp

Displays and modifies the IP-to-Physical address translation tables used by

address resolution protocol (ARP).

ARP -s inet addr eth addr [if addr]
ARP -d inet addr [if addr]
ARP -a [inet addr] [-N if addr] [-V]

-a Displays current ARP entries by interrogating the current
protocol data. If inet addr is specified, the IP and Physical
addresses for only the specified computer are displayed. If
more than one network interface uses ARP, entries for each ARP
table are displayed.

-g Same as -a.

-V Displays current ARP entries in verbose mode. All invalid
entries and entries on the loop-back interface will be shown.

inet addr Specifies an internet address.

-N if addr Displays the ARP entries for the network interface specified
by if addr.

-d Deletes the host specified by inet addr. inet addr may be
wildcarded with * to delete all hosts.

-s Adds the host and associates the Internet address inet addr

with the Physical address eth addr. The Physical address is
given as 6 hexadecimal bytes separated by hyphens. The entry
is permanent.

eth addr Specifies a physical address.

if addr If present, this specifies the Internet address of the
interface whose address translation table should be modified.

If not present, the first applicable interface will be used.

© 2014 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public. R— 312



¥ - Windows CLI, I10S CLI, &V Wireshark T ARP #2295

Example:
> arp -s 157.55.85.212 00-aa-00-62-c6-09 .... Adds a static entry.
> arp -a .... Displays the arp table.

b. HAZFEARET,
ARP vy aNDTARTHDIVMNZRTITHICIE, EQaATUREFERLET D

PTRTDARP Frya TUNJZRIBRT BICIE EQATUFZEFERALET A (ARP FrvalI5va),

192.168.1.11 M ARP F¥via TR ZHIBRY AIZF, EQOIARUFZERLET .

c. lTarp-aléAHLT.ARP T—JILERTRLET,

C:\Users\Userl> arp -a

Interface: 192.168.1.3 --- 0xb
Internet Address Physical Address Type
192.168.1.1 d4-8c-b5-ce-al-cl dynamic
192.168.1.255 ff-ff-ff-ff-ff-£ff static
224.0.0.22 01-00-5e-00-00-16 static
224.0.0.252 01-00-5e-00-00-fc static
239.255.255.250 01-00-5e-7f-ff-fa static

7 :Windows XP ZERALTLV\315E . ARP T—JLIFETT (RESH),

C:\Documents and Settings\Userl> arp -a
No ARP Entries Found.

d. PC-AH5 PC-BIZXLT ping #%1TL. ARP vyl allT VM) ZEIMIZEMLET,
C:\Documents and Settings\Userl> ping 192.168.1.2

Interface: 192.168.1.3 --- 0Oxb
Internet Address Physical Address Type
192.168.1.2 00-50-56-be-f6-db dynamic

IP 7RLZAM 192.168.1.2 THARRFDYMEFEL R IZFTY A

FIE2: ARP *vyLaDIVMEZFEITRELET,

ARP ¥y aDIV M) ZHIBRT 52X, <K arp -d {inet-addr | *} Z#1TLE T, IP PRLRZIEELTERI
[CHIBRT BT EL. TAILRA—RT* TR TOIVR ZHIBRT HIEELTEET,

ARP F¥vaIZ,R1 G0/1 TI4Ib 45—k x4(192.168.1.1) . PC-B(192.168.1.2) . A D XA VF
(192.168.1.11. 192.168.1.12) DEIU N MNEENSEEHERLET,

a. PC-ADSLTRLR T—=TILDTRTOTRLRIZKHLT ping &ETLET,

b. §RTHOFTRLAMNARP vl alZBMEnf=CEEHERELET, FRURAMNARP oy a(THMEE(X, 58
F#T7RLRIZ ping 2%1TL. PRL AN ARP Frv allBMEh=-CE2HRLET,

C:\Users\Userl> arp -a
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Interface:

192.168.1.3 --- 0xb

Internet Address

192.
192.
192.
192.
192.
224.
224.
239.

168.
168.
168
168.
168.
0.0.
0.0.
255.

1

1
ool

1

1

o1
02

.12
.255
22
252
255.250

Physical Address
d4-8c-b5-ce-al-cl
00-50-56-be-£f6-db
0c-d9-96-e8-8a-40
0c-d9-96-d2-40-40
ff-ff-ff-ff-ff-£ff
01-00-5e-00-00-16
01-00-5e-00-00-fc
01-00-5e-7f-ff-fa

Type
dynamic
dynamic
dynamic
dynamic
static
static
static

static

c. BEFLLTAIUVR TAVTNMITIERRLET [RE—KN TAaVEIVVIL [TOATSALETF1/ILDEFE)
RyVRITemdlEATLET . omd FAaAVHRRINT6. TAAVEED)VIL T, [BEBELLTERT %
BIRLET L [IZWVN] 20U IL T, ZOTOTSLNERETADEIIZLET,

3 :Windows XP DB E L. BEEERNE(THARP Fyvyla IVNAZEBETEET,

JO034(1)

BN cmd

< (0)

B EEELULTETAN).
B2 I —ICFRRT B(K)
AL— b AZ2—ICERTB(U)
Lianm) (— 2= i85 (V)

EB(N)
OED(T)
aE—(C)

Blk(D)

7 DB < (1)

ZFO0/tF 1 (R)

s

D BEREROREERT

|cmd

x| | zrwbdE ||

ke | O

d. BEHEDOIIVE TOUTE 94 RO T Tarp -d *JEAALET, COATURIE. TRTD ARP Frvyia
IVR)ZFHIBRLET . vk oo JhTlarp -alE A DL T, §RTDH ARP Foya TUR)AEIRS NI
CEEFERLEY,

C:\windows\system32> arp -d *

C:\windows\system32> arp -a
No ARP Entries Found.
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e. BHEFELET ., R/ —EHRTOraIL (Neighbor Discovery Protocol) (£, ARP v 1 DHEEZBHUVRIAL
79,

C:\Users\Userl> arp -a

Interface: 192.168.1.3 --- 0Oxb
Internet Address Physical Address Type
192.168.1.255 ff-ff-ff-ff-ff-ff static

IR ANN—EZTAraILIE, Windows XP [ZIFZEEShTULVER A,

f. PC-AHD,PC-B(192.168.1.2) BEUAAYF(192.168.1.11, 192.168.1.12) [ZxfL T ping #1TL. ARP
IVR)ZEEMLET ARP IURIMNF vy allBMEN-CEEERLET,

C:\Users\Userl> arp -a

Interface: 192.168.1.3 --- 0xb
Internet Address Physical Address Type
192.168.1.2 00-50-56-be-f6-db dynamic
192.168.1.11 0c-d9-96-e8-8a-40 dynamic
192.168.1.12 0c-d9-96-d2-40-40 dynamic
192.168.1.255 ff-ff-ff-ff-ff-£ff static

g. RAYF S2 DYETFTRLRAERELET,

h. Tarp -d inet-addriE AL T, BHED ARP Fvvia TUMEHEIRLET, a<vK 7o Fhclarp -d
192.168.1.12]EAHLT. S2 M ARP TR ZHIBRLED,

C:\windows\system32> arp -d 192.168.1.12

i. Tarp-al&ANLT.S2 M ARP IURMARP Tyl amollfREnf-CEaRBLET,
C:\Users\Userl> arp -a

Interface: 192.168.1.3 --- 0Oxb
Internet Address Physical Address Type
192.168.1.2 00-50-56-be-f6-db dynamic
192.168.1.11 0c-d9-96-e8-8a-40 dynamic
192.168.1.255 ff-ff-ff-ff-ff-ff static

j. Tarp -s inet_addr mac_addriE AALT HED ARP Fvvyia TURZEBMTEET, COHITIE. S2 D
IP 7RLRE LY MAC PRLRZFERALEY . FE 9. TRk L= MAC PRLRZFERALEY,

C:\windows\system32> arp -s 192.168.1.12 0c-d9-96-d2-40-40
k. S2®ARP IUh)MFryiallBMEntzCEFHRALET,
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/A—hk 3: 10S show arp aAvVRE#HEAT S

Cisco 10S Tl&. show arp E71zI& show ip arp AYUREFERALTIL—E2E LUV R/ YFD ARP vy aE KR
THELTEET,

FIE1: J—FR1®ARP IV )EERRLET,

R1# show arp

Protocol Address Age (min) Hardware Addr Type Interface

Internet 192.168.1.1 - d48c.b5ce.alcl ARPA GigabitEthernet0/1
Internet 192.168.1.2 0 0050.56be.f6db ARPA GigabitEthernet0/1
Internet 192.168.1.3 0 0050.56be.768c ARPA GigabitEthernet0/1
R1#

BDIVN)THAIL—3 A2B—T14 X GO/1(LAN DT 4L —r14) [ZIFER BB (-) AR E
IZEEL TS0, BRIV A ARP 4oy a2 FELTWA D BEADETHY . thd TR I2x
LTEAVI) AV REINET , RA/N—FEFTORLIE. PC-ABXLU PC-B D IP PRLRE MAC ZRLA®D

ARP TV R)ZERELET,

FIE2: JL—FR1DARP TURF)EEMLET,

DT INA RIZXFLT ping ZHITTHIEITKY.ARP TUR)ZEIL—EFD ARP T—JJLIZEMTEEY,
a. RAYF S1IZHL T ping ZE1TLET,
R1# ping 192.168.1.11

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.11, timeout is 2 seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 1/2/4 ms
b. RAYF S1 MO ARP TUR)HM R1 M ARP T—JIJLIZEBIIEShf-ZEEEELET,
R1# show ip arp

Protocol Address Age (min) Hardware Addr Type Interface

Internet 192.168.1.1 - d48c.b5ce.alcl ARPA GigabitEthernet0/1
Internet 192.168.1.2 6 0050.56be.fodb ARPA GigabitEthernet0/1
Internet 192.168.1.3 6 0050.56be.768c ARPA GigabitEthernet0/1
Internet 192.168.1.11 0 0cd9.96e8.8a40 ARPA GigabitEthernet0/1

R1#

FIE 3: RAYF S1DARP IUM)ERRLFET,

S1# show ip arp

Protocol Address Age (min) Hardware Addr Type Interface
Internet 192.168.1. 46 d48c.b5ce.alcl ARPA Vlanl
Internet 192.168.1. 8 0050.56be.f6db ARPA Vlanl
Internet 192.168.1. 8 0050.56be.768c ARPA Vlanl
Internet 192.168.1.11 - 0cd9.96e8.8a40 ARPA Vlanl

S1#
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FIg4: RAYFS1DARP TUREEMLET,

DTN XKL T ping &RITTHILITKY . ARP TUR)ERAYFD ARP T—TJLICEMT HIELTE
E3
a. ARAYF S1 HBARAYF S2 (2 ping ZEITLET,

S1# ping 192.168.1.12

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.12, timeout is 2 seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 1/2/8 ms

b. AAYF S2 M ARP TURJHMN S1 D ARP T—JJLIZEBMENI=CEEFERLET,
S1# show ip arp

Protocol Address Age (min) Hardware Addr Type Interface
Internet 192.168.1.1 5 d48c.b5ce.alcl ARPA Vlanl
Internet 192.168.1. 11 0050.56be.f6db ARPA Vlanl
Internet 192.168.1.3 11 0050.56be.768c ARPA Vlanl
Internet 192.168.1.11 - 0cd9.96e8.8a40 ARPA Vlanl
Internet 192.168.1.12 2 0cd9.96d2.4040 ARPA Vlanl

S1#

/A\—Fk 4: Wireshark Z{EFAL T ARP %R RS

IN—h 4 Tl&, Wireshark ZE AL T ARP X2 X v TF L TEHBT 22 &I2KY ., ARP X ZARNET, £f-. T
INARBD ARP R KBA VT —OBIEEZRELET,
FIE1: /37 vbk I FF¥RIZ Wireshark 2/ ELET,

a. Wireshark ZE£#7 %,
b. ARP DI+ TFrIZEHTHIRINT—T AU 3—TzAREEIRLET,

FIE 2: ARPEEEFVYITFrLTHELEY .
a. Wireshark T/ ybDF T FrEBRIBLET . T0ILAZFERALTARP /Nyt ERRLET,
b. av kA Tk Tarp-d*avUREAALT.ARP vyl a%xI75valEzd,
c. ARP FyrylahHIBRSh-CLaMHRLET,
d. ping 192.168.1.1 av U RZEFERAL T, TI74/Ik —rD A2 ping ZXELET,
e. TIHIEHT—rDTA~D ping MFET LIz . Wireshark DF v+ TFrEEILLET,
f. YIRS T ARP XD Wireshark ¥ v T Fv&HELET,
RAD ARP /Ny E A TLE=AY,
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Eile Edit View Go Capture Analyze 5tatistics Telephon! Tools [nternals Help
@ dE i BLHXE AesDTL QA D @DW% 8

Filter: arp |E|Exprusion... Clear Apply Save

Mo, Time Source Destination Protocol  Length  Info
6 1.795609000 Dell_19:55:92 EBroadcast 42 who has 192.168.1.17 Tell 192.168.1.3

7 1.796075000 Cisco_45:73:al Dell_19:55:92 ARP 60 192.168.1.1 1is at c4:71:fe:45:73:al

€ | [T | 4

# Frame 6: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface 0
# Ethernet II, src: Dell_19:55%:92 (5c:26:0a:19:55:92), Dst: Broadcast (ff:ff:ff:ff:FF:FF)
= Address Resolution Protocol (request)

Hardware type: Ethernet (1)

Protocol type: IP (0x0800)

Hardware size: ©

Protocol size: 4

Opcode: request (1)

sender MAC address: Del1_19:55:92 (5c:26:0a:19:55:92)

Sender IP address: 192.168.1.3 (192.168.1.3)

Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00)

Target IP address: 192.168.1.1 (192.168.1.1)

0000 ff £f ff ff ff £f 5c 26 0a 19 55 92 08 06 00 01  ...... NI T
0010 08 00 06 04 00 01 5c 26 ©Oa 19 55 92 cO aB 01 03  ...... LU
0020 00 QO OO QO 00 00 cO &8 OL OL L., ..

BN F YT FrInt=- ARP N yhZBT51EHRE . RORIZAHALET,

J24—JLK &

#£{EF MAC 7RLR
#ES IPPFLR
A4—4"yk MAC PRL R
A—4yk IP PRL R

2FHBE® ARP /Ny EfaITLE=DY,
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Eile Edit View Go Capture Analyze 5tatistics Telephonx Tools  [nternals  Help

e ® 4

Filter: arp

Mo,

6 1.795609000 Del1_19:55:92 Broadcast
7 1.796075000

Time

Source Destination

ERXS AesDT L QA D @DW% 8

|E|Expression... Clear Apply Save

Protocol  Length  Info
ARP 42 who has 192.168.1.17 Tell 192.168.1.3

Cisco_45:73:al Dell_19:55:92 ARP 60 192.168.1.1 1is at c4:71:fe:45:73:a1

1 |

+ Frame 7: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
# Ethernet II, Src: Cisco_45:73:al (c4:71:Ffe:45:73:al1), Dst: Dell_19:55:92 (5c:26:0a:19:55:92)

= address Resolution Protocol (reply)

0000
0010
0020
0030

Hardware type: Ethernet (1)
Protocol type: IF (0x0800)
Hardware size: 6
Protocol size: 4
Opcode: reply (2)

sender
sender
Target
Target

5¢C
08
5C
00

26 0a 19 55 92 c4 71 fe 45
00 06 04 00 02 c4 71 fe 45
26 0a 19 55 92 cO a8 01 03
00 00 00 00 00 00 00 00 00

MAC address: Cisco_45:73:al (c4:71:fe:45:73:a1)
IP address: 192.168.1.1 (192.168.1.1)
MAC address: Dell1_19:55:92 (5c:26:0a:19:55:92)
IP address: 192.168.1.3 (192.168.1.3)

73 al OB 06 00 01 “&..U..Q .E5.....
73 al cOag 0101 ....... q .E5.....
00 00 00 00 00 00 R T

00 00

2 BBIZX YT FrEntz ARP N yhB T 21E8HE . ROKRICAHLET,

Z4—ILE

g

#%{EH MAC PRLR

HEEEIP PFLR

A—45Hwyk MAC 7RLX

A—4~yk IP PRLX

FIE 3: ARP [C&BRYNT—VBEFRRET,
a. PC-A®ARP IUR)EI)TLET,
b. Wireshark ¥+ 7 FrERIBLET,
c. ARAYF S2(192.168.1.12)IZxfL T ping ZHITLET . RPN II—FERD K, ping [FEMILFET
B TARTO ping BRETILIZEE(E. S1%#)O—FLTARP TORVNI—VBEZHETILENHYET,
C:\Users\Userl> ping 192.168.1.12

Request timed out.

Reply from 192.168.1.12: bytes=32
Reply from 192.168.1.12: bytes=32
Reply from 192.168.1.12: bytes=32

Ping statistics for 192.168.1.12:

Packets: Sent = 4, Received

time=2ms TTL=255
time=2ms TTL=255
time=2ms TTL=255

3, Lost = 1 (25% loss),
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d.

File
(=)

Approximate round trip times in milli-seconds:

Minimum = 1lms, Maximum = 3ms, Average = 2ms

ping M5 T LTz . Wireshark D ¥+ T F¥Z=1LLET , Wireshark D71 )LAEFERALT. ARP & ICMP O H
NEHERRLET , Wireshark T, [Filter:] A A58 larp oricmp]EAALET,

Wireshark QX v T FvZARET, COHITIE. TL—L 10 [Z PC-AIZ&E-T ST [TEESNE=HHD ICMP
ERTY .51 D ARP TURN)MFEELEL =, ARP ERIE MAC FRLARAZERTBE=HIZST1DEEIPT
FLRIZIEESNFELT-. ARP ZHDME., ERNFA LT IMIGEEIIO—ERIEEEZELEFFATL=.
(FL—L 8~ 12)

S1 M ARP TURJAYARP FoyialliBiEnt=%. zED 3 DD ICMP ZH#(FTL—LA 26,27, LU
30 ~ 33 TRENTWAEIITEMILELT-,

Wireshark Q¥ ¥ T F ¥ TRENTLDESIZ. ARP [Z/8T74—T 2R FL—RA T DI TY . Fvvi il
28 . ARP (ZARYRT—HIZIL—LHNEBRBENS-RIZFRLALTMEERTIVNELHYEST, Chlk. BE
DEEFIERSE . LAN DEEEEIZ DAL EEMAHYET,

Edit View Go Capture Analyze Statistics Telephonz Tools Internals  Help

® 4 BEExXxg assaTIEEF QR #$B8Mx% B

Filter: | arp ericmp |Z|Expression... Clear Apply Save

Mo,

Time Source Destination Protocol  Length  Info
Dell_19:55:92 Broadcast who has 192.168.1.127 Tell 192.168.1.3

26 6.562409000 192.168.
27 6.564426000 192.168.
30 7.560977000 192.168.
31 7.563586000 192.168.
32 8.559352000 192.168.
33 8.560466000 192.168.

91.651202000 Cisco_59:91:c0 Dell_19:55:92 ARP 60 192.168.1.12 is at 00:22:5d:59:91:c0

10 1.651489000 192.168.1.3 192.168.1.12 ICMP 74 Echo (ping) request 1d=0x0001, seq=187:
11 1.653790000 Cisco_59:91:c0 Broadcast ARP 60 who has 192.168.1.37 Tell 192.168.1.12
12 1.653999000 De11_19:55:92 Ci5c0_59:91:c0 ARP 42 192.168.1.3 s at 5c¢:26:0a:19:55:92

192.1868.
2 192.1868.
192.1868.
192.1868.
192.1868.
192.1868.

.12 ICMP 74 Echo (ping) request 1d=0x0001, seq=187:
.3 ICMP 74 Echo (ping) reply 1d=0x0001, seqg=187¢
.12 ICMP 74 Echo (ping) request 1d=0x0001, seq=187'
.3 ICMP 74 Echo (ping) reply 1d=0x0001, seq=187"
.12 ICMP 74 Echo (ping) request 1d=0x0001, seq=187¢
.3 ICMP 74 Echo (ping) reply 1d=0x0001, seq=187¢
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# Frame §&: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface 0
# Ethernet II, src: Dell_19:55:92 (5c¢:26:0a:19:55:92), Dst: Broadcast (Ff:ff:ff.ff:ff:FF)
= Address Resolution Protocol (request)

Hardware type: Ethernet (1)

Protocol type: IP (0x0800)

Hardware size: &

Protocol size: 4

opcode: request (1)

sender MAC address: Dell_19:55:92 (5c:26:0a:19:55:92)
sender IP address: 192.168.1.3 (192.168.1.3)

Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00)
Target IP address: 192.168.1.12 (192.168.1.12)

0000 ff ff £ff ff £ff ff 5c 26 0a 19 55 92 08 06 00 01 ...... AT T TR
0010 08 00 06 04 00 01 5c 26 0Oa 19 55 92 cO a8 01 03 ...... A T | S
0020 00 00 00 00 00 00 cO a8 01 Oc L.o...a.n ..
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LV—E3DETIL A—HRyk A—HRyk JIUTIW DUTIL
A3—Dx(R #1 AVB—DA(R #2 AVB—DAR # AVB—DAR #2
1800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 (S0/0/0) | Serial 0/0/1 (S0/0/1)
(FO/0) (FO/1)
1900 Gigabit Ethernet 0/0 Gigabit Ethernet 0/1 Serial 0/0/0 (S0/0/0) | Serial 0/0/1 (S0/0/1)
(G0/0) (G0/1)
2801 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/1/0 (S0/1/0) | Serial 0/1/1 (S0/1/1)
(FO/0) (FO/1)
2811 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 (S0/0/0) | Serial 0/0/1 (S0/0/1)
(FO/0) (FO/1)
2900 Gigabit Ethernet 0/0 Gigabit Ethernet 0/1 Serial 0/0/0 (S0/0/0) | Serial 0/0/1 (S0/0/1)
(G0/0) (G0/1)
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