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IN—F 1: 179 EX YT Fo9 5181 Wireshark Z#{#3 3
o NTYMEXNTFNT5EHITETL NIC /U3 —TTAREEIRLET,

N—=k 2: 17 9rDFATFv  BRE. BLUREETS

e www.google.com ~M Web viavEF¥TFrLET,

o Web tylavm@Et) g/ \robERHELET .

o IP7RLR TCPR—bES . TCP KTV RE . T vrRDEREHEELET .

HRIFUFE

CMEFTIL. HTTP (HyperText Transfer Protocol) {9 % PC 73574 & www.google.com %:& M Web
H—/I\OETEREIN S/ yh%E, Wireshark ZERALTHEL., SAXE T, HTTP 4 FTP(File Transfer Protocol)
BEDTITVr—2ar WRRANTRAIZEETHE. TCP (X 3 Iz NIRRT UZFFERLT 2 DORAMNEIZE
BETED TCP Y avERILET . F-EAIEX. PC N Web 595 EFRALTAUA—RvrERETHE. 39
A NURD A IDEIREN ., PC RARE Web H—/\DREIZyav BMHEIISNET , PC [F. SFEIFLE Web H
ALEDBIZERDT U747 TCP £y avERIBICHEDIENTEET,

FE:CDOEE (I Netlab TIEFET TEEFR A COEBIX A3 —RYMIT IR TESEZRMIRELTLET,

EBICHELR)Y—RX O
PC1 & (A8 —2yhEav R AV TREFIATET Wireshark A2 Ak—)LENTLYS Windows 7. Vista.
F1-=1E XP ## PC)

N—k1: T YrEXVYTFT 518D Wireshark D £
/8—b 1 Tl Wireshark 705 S LZEREIL., /ST YhERH T B=HICBYHEA L 3—TA RAEERLET .

FIg1: PCAUVA—TIAADTFTRLRAEIWELET,

COERETIRH.PCOIP7RLRE, Vb T—D A23—TzA R H—K (NIC) DYPETFL X (MAC 7RL R ELME
ERFEP)EMGITILENHYET .

a. avvk Far 7k ook %ERZE. lipconfig /all )& A AL T, Enter F—%#LE T,
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Physical Address
DHCP Enahled.
Autoconf iguratio
IPv4 Address.
Subnet Hask .
Lease Obtained.
Lease Expires
Default Gateway
DHCP Server
DNE Servers
MetBIOS ouver Tcp

n
ip

Enable

........,-:.....

ERLFA—YRob 7ETRICEES TN IP
[CRFETDEETTFLATHS=0

PC RRX+D IP 7RLR:
PC RR+®D MAC 7RL R :

CE8-BA—A?-FA
Yes

Yes
1922.168 .1 .138{Preferred’

255.255.255.8

Saturday,. December 81, 2012 1:43:35 PH
Sunday, Decembher B2, 28012 1:43:35 PH
192 16841 .4

1922 1681 .4

1922 1681 .4

Enahled

—-DE-BD

TRLAREMAC PRLRIE, FvTFrv NrobZiiRHEE

INEEESBOTHEETY,

FIE 2:

Wireshark ZBAEL . BYIHEA L A—DJ A RERIRLET,

. s ° — . Sy
a. Windows @ [RA—F RE2EH)vHL, Ry T7vT A=21—T [Wireshark] 2 T )LV ILET,
b. Wireshark M#2E)14. [Interface List] #71) v LFET,
4 The Wireshark Network Analyzer [Wireshark 1.10.0 (SVN Rev 49780 from /trunk-110)] o |l@ ] =
File Edit View Go Capture Anslyze Statistics Telephony Tools Intemals Help
@edEd DR aeseFiiEEacaan #0B% B
Filter: Expression... Clear Apply Save
—/(__ The World's Most Popular Network Protocol Analyzer
WIRESHARK  version 1.10.0 (svN Rev 49790 from /trunk-1.10)
I = T T~ S — T S
Interface List = Open 7 Website
e ::NE\\;( D Open a previeusly captured file = Visit the project’'s website
Open Recent: . < Gui
start o e e v
Chosse one or more nterfaces 1o capture from, then Start @ Sample Captures ser's Guide (local version, ¥ insalied)
31 Sun: \Device\ NPF_{DOECA325-FFI6-4E82-BC13-9636F4946650) A tich assonment of exemple capture fies on the wiki ® Security
(2] Intel(R) 82577LM Gigabit Netwark Connection: \Device\NPF_{6179E093-A447 ~ Worl with Wireshark. 2= securely 2 possivle
Capture Options
@ Start 3 capture with detsied options
@ How to Capture
Step by step to 2 successful capture setup
Network Media
Ethemnet, WLAN,
Ready to load or capture No Packets Profile: Default
. - - - + _ N
c. [Wireshark: Capture Interfaces] 74> KT, LAN IS TWNDA U EA—DA ADEIZHDFvo Ry

DREFUICLET,

.! Wireshark: Capture Interfaces

= <)

Description

[ Intel(R) PRO/1000 MT MNetwork Connection
o | ]  Intel{R) 82577LM Gigabit Network Connection

Help
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FEEBOAE—TIA AN RSN, BB T BAUA— T/ AN THEERLISE (X, [Details] 2 vILET,
[802.3(Ethernet)] 27%%) v L. MAC ZRLANFEIE 1b TEZTZDO-ELDE—HTHIEEHERLETT 7
2. [Interface Details] 1 FOEFHCET .

N—r2: NTIrDXYTFv BE.BIURE

FIE1: [Start] RE2EHIVYILT, T—E2DX T FrEHBLET,

a. www.google.com IZ#EILE T, Google DI RU%E&/IMEL T, Wireshark ICRYES , T—2D ¥+
FYEFIELET, FlE b TERDESHENSTavIBNFYTFrEnsE7d,

F ARG IEDG, BID Web YA RSN DBENAHYET . DB AL, S Web AR FF=[E
TRLRZEFERALTZELY,

b. ¥vTF¥ DRI THIT4TIZHLTLVET , [Source]. [Destination]. [Protocol] D& FIERDITET,

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

ooam s BERXR Aes+saTFL2IEE QD @#E0B % B
Filter: IZIExpression... Clear Apply Save
i Sourc Destination Protocol Length Info

157

192.168 TCP 144 40013 > 49166

TCP
TCP 6 166
TCP 60 40013 > 49166
TCP

TCP 66 http > 49522 tSYN:

4 Frame 4: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0

# Ethernet II, Src: Cisco-Li_f6:84:6e (58:6d:8f:f6:84:6e), Dst: QuantaCo fa:de:0d (c8:0a:a9:fa:de:0d)

# Internet Protocol Version 4, Src: 157.55.130.157 (157.55.130.157), Dst: 192.168.1.130 (192.168.1.130)

4 Transmission Control Protocol, Src Port: 40013 (40013), Dst Port: 49166 (49166), Seq: 91, ack: 5, Len: 0

FIF 2: Web yiarn#Etlz/\ryr=RBEeLET,

AVEA—EANBEILI=[ENY T, 10 3—2vb TORRADTITAET4HEWNGEE ., PRLRERTORIL(ARP)
FASY R—L S ZTL(DNS) . TCP @ 3 VA NUFD A VE2ELTOLRERDNF v T FrIhfzHAITR TR
SNBHEELHYET . /S—+ 2 OFIE 1 OF v TFrE@EICIE. IVE21—2h www.google.com [ZF7IEXT B
EOIZBBELGT RTO/NTYMNRENTVES , CDIHE, PC IZIEX T TITT 4L F—h 224D ARP TR
M HoT=1=8 . www.google.com ZfER T 51=bD DNS /') —ThitaLFE L=,

a. FL—L4 11 TREINTLS PC A5 DNS H—/3AD DNS VT —TlE, KA & www.google.com HVid
Web H—/ D IP PRLANDFERIEA N TNET , PC HARAD/Vrybgx Web H—/\ITEFE T HITIE.
IP 7RLANMBHETY,

AVE1—EMNI T —%FITLT= DNS H—/ D IP PRL R (XA TT H.
b. ZL—LA 12 [£, www.google.com D IP 7RLRF&EE DNS H—/A\hSDEETY,
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c. 3VIA NUEVAVERIET DB/ TN ERRLET . COBITIE, TL—L 15 TTCP 3 x4 /\UE
IAIHBIBLTVET,

Google Web H—/\® IP 7RL R XA TT H,

d. TCP EHICEFBROLEVWEHD /T yrhH b5 E (L. Wireshark 71 IL2HEexF A TEE I, Wireshark ®
ToILAANFEEICTteplEA AL, Enter F—ZF1LET,

File Edit View Go Capture Analyze Statistics Telephonz Tools Internals Help
LT L QA @Emx% 8

|z|Expression... Clear Apply Save

Destmatlon Proto(ol Length Info

2 0 033696000 15" 55.]_30 ]_5" 192 168 1 130 TCP ]_44 40013 > 49166 [PSH ACK] Seq l Ack ]_ W‘Ir‘l 83 Ler‘l 90
.]_30 ]_5" 192 168 1 > 49166 =

.130.157 192.168.1. = 49166 [ACK] Squl Ack l7 W‘Ir‘l 83 Lerl 0
.130 157 192 168 1 > 49166 [P5H, ACK] Seq=91 Ack=17 Win=83 Len=4

0.157 192.168. 1. > 49166 [

. 611218000 74 125

21 1.651662000 74.125 TCP 60 http > 49523 [ACK] seq=1 Ack=566 Win=13488 Len=0

1

# Frame 4: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0

# Ethernet II, Src: Cisco-Li_f6:84:6e (58:6d:8f:f6:84:6e), Dst: qQuantaCo_fa:de:0d (c8:0a:a9:fa:de:0d)

# Internet Protocol version 4, Src: 157.55.130.157 (157.55.130.157), Dst: 192.168.1.130 (192.168.1.130)

@ Transmission Control Protocol, Src Port: 40013 (40013), Dst Port: 49166 (49166), Seq: 91, ack: 5, Len: O

FIE 3: IP7FLR,TCP R—+&ES, TCP HIHIDS T E ., /My bADRBRERBELET

a. ZOFITIE,. 7L—L 15 TPC & Google Web H—/ADREID 3 914 NURIzAOMBBELTLET . /35y
FURR RAU (A J4F D EE) T, IL—LEERLET  CNITKYITHRARTEINT, TD/ 7y
FOESILESNIZFED 2 DO TERAVIZRREINET . N7 ICDFERRAY (A I4VRO DR RES)
T TCP DfERERES,

b. /34 ykEEM~RA > D [Transmission Control Protocol] D ERIZ#H5 [+] 7Aa>%E9)vHo L. TCP {EHROD X
~EERLEY,

c. [Flags] DERIZHD [+] 7AAVEIIVILET . EETR—IERER— MBS IVEEINTNSIZTEHR
L/i—;-o
EDLEGIRRERRT BHITIE, Wireshark D LERERRD VAR A XERBLLETNITESENEGEN
HYET,
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File Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help

o ® 4 B X qaevraTFi(EEFaan @M% 0
Filter: | tep [] epression... Clear Apply Save
to, ol Len

15 1.576754000 192.168.1.130 74.125.225.209 TCP 66 49523 > hrtp SYN] sel Win=8192 Lei MS! 60 WS=4 SACK_PERM=1
16 1 611218000 74 125 225. 209 192.168.1.130 TCP 66 http > 49523 [SVN, ACK] se Ack =1 w-in=14300 Len=0 M55=1430 SACK_PERM=1 wWs=64

18 1 611553000 74 125.225.209 192.168.1.130 TCP 66 http > 49522 [SYN, ACK] Seq D Al:k =1 w1n:14300 Len=0 M55=1430 SACK_PERM=1 wWs5=64

. SCat
= Transmission Contro'\ Protocol, Src Port: 49523 (49523) Dst Port http (80), seq: 0, Len: O

Source port: 49523 (49523)

Destination port: http (80)

[stream index: 2]

Sequence number: 0 (relative sequence number)

Header Tength: 32 bytes
- Flags: 0x002 (SYN)

000. .... ..

Reserved: Not setr

Nonce: NOT set

= congestion window Reduced (CwR): NOT set
ECN-Echo: Not set

urgent: NOT sSet

Acknowledgment: NoT set

Push: Not set

= Reset: NOT Setr

1 ser

: NOU set

window size value: 8192
[calculated window size: 8192]
& Checksum: Oxeedf [vahdat‘\un d‘isalﬂed]

01 03 03 02 01 O

B #7| Frame (frame), 66 bytes Packets: 178 Displayed: 170 Marked: 0 Load time: 0:00.046 Profile: Default

ELR—FDESZATE M,
EETR—MIEDKIITHEFESNFETH,

TCP SEER—FDESIFFTY H
SEER—FIEDKIIZHESNET A,
EDTST (1 DELIFER) ARESNTOET D,
B — 7 AB S EEISRESATOET D,

d. 39z4 NURDIAIDRDIL—LEFERT B2, Wireshark A=21—T [Go] Z:EIRL . [Next Packet In
Conversation] Z:ZRLFET, COFITIETIL—L 16 T, Thld, v a ERT 50O DA ERIZxE
93 Google Web H—/\DIEETY,

Eile Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
PO AN BREXS AEPDTL Qaan| #®E®m% 8

Filter: | tcp Bapressmnm Clear Apply Save

do. Time Source

611218000 74.125.225.209 192.168.1.130

18 1.611553000 74.125.225.209 192.168.1.130 TCP 66 http > 49522 [SYN ACK] Seg=0 Ack=1 Win=14300 Len=0 M55=1430 SACK_PERM=1 W5=64

T b

- Transmission control Protocol, src Port: http (80), DSt Port: 49523 (49523), Seq: 0, ack: 1, Len: O
source port: http (80)
pestination port: 49523 (49523)
[stream index: 2]
sequence number: 0 (relative sequence number)
Acknowledgment number: 1 (relative ack number)
Header length: 32 bytes

= rTags 0x012 (SVN. ACK)

Reserved: Not set

Nonce: NOT set

congestion wWindow Reduced (CWR): Not set

ECN-Echo: Not set

Urgent: Not set

acknowledgment: set

Push: Not set

Reset: Not set

window size vaWue 14300
[calculated window size: 14300]
# Checksum: Oxbae5 [validation disabled]
J000 <8 0Oa a9 fa de 0d 58 6d &f f6 84 6e 08 00 45 20
J010 00 34 49 cc 00 00 33 06 4f 5F 4a 7d el dl c0 as
J020 01 82 00 50 ¢l 73 a2 e5 5b 91 3b 89 92 21 80 12
J030 7 dc ba e5 00 00 02 04 05 96 01 01 04 02 01 03
06

EETR—ESRER—DERXFTT M,
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EDTSTDEREINTNET H,

B — 7 ABEESVHERLSEES JACRESNTOET A,

e. RRIZ.BIDI I NI IAIDIBRBDNNTINEREBELES , LA V(RO TIL—LATZED)VIT
A& COBITIERDEBRNRTINETS

File Edit View Go Copture Analyze Statistics Telephony Tools Intemals Help

cedmg BRI acs T2 EEaan #BM% E

Filter: B Expression... Clear Apply Save
to. Time Source Destination Protocol Length Info
12 1.155247000 192.168.1.1 192.168.1.130 DNS 154 standard guery response Oxded2 A 74.125.225.209 A 74.125.225.210 A 74.125.225.212 A

15 1 611218[]00 7. 125 09 TCP GE http > 49523 [SYN ACK] seq =0 A( 1w suu LE 0 MSS— su SACLPERM—l W5=64

17 1.611293000 192.168.1. 130 74. 125 225.209 TCP 54 49523 > http [AcK] seq=1 Ack=1 Win=65780 Len=0
18 1.611553000 74.125.225.209 192.168.1.130 TCP 66 http > 49522 [5YN, ACK] Seg=0 Ack=1 Win=14300 Len=0 M55=1430 SACK_PERM=1 W5=64
T

= Transmission Control Protocol, Src Port: 49523 (49523), Dst Port: http (80), Seq: 1, Ack: 1, Len: 0
source port: 49523 (49523)
Destination port: http (80)
[stream index: 2]
Sequence number: 1 (relative sequence number)
Acknowledgment number: 1 (relative ack number)
Header Tength: 20 bytes
= Flags: 0x010 (ACK)
000. = Reserved: Not setr
= Nonce: Not set
= congestion window Reduced (CWR): Not set
= ECN-Echo: Not set
= Urgent: Not set
e . .. = Acknowledgment: set
........ 0... = Push: Not set
. .0.. = Reset: Not set
vees wews ..0. = 5yn: Not set
........... 0 = Fin: Not set
window size value: 164453
[calculated window size: 657801
0000 58 6d &F 6 84 6e c8 0a a9 fa de Od 08 00 45 00
2010 00 28 20 38 40 00 80 06 00 00 cO a8 01 &2 4a 7d
2020 el dl ¢l 73 00 50 3b &3 92 21 a2 e5 5b 92 50 10
0030 40 3d ee 93 00 00

NUROTAOD 3 BB ERE DN YNERARET,
EDTZT (1 DFELIFEP) BEESNTOET D,
B — o RABERLUVHERGERES L. HBMBELT T ICHRESNTOET, COB AT TCP KN
AEh, EETAVEL—FE Web Y—/\BDIZ 2=/ — 3 R TEET,
f. Wireshark 7O S LEERTLED,
==

1. Wireshark Tl A BHD T AEFERTEE T, KIRERYET—VIZIE SESFEFHEAT DS T I BETEL.
HEZLDITAIADFAEINBIGENHYET . COURALDHR T, RYCIT—UBEEIZRHEID 3 DDIT1ILA(E

ENTLEID,

2. ERERYLT—UTIE Wireshark ZfICEDKIITHERATERT M,
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